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PREFACE

Today's shoppers are comfortable in their anonymity. For the most part, consumers

view their relationships with companies as impersonal—and see themselves as just part

of the crowds of customers that pass anonymously through megastores every day. In

general, as the retail and services industries evolved in the past century from small local

stores and branches to large international enterprises, these impersonal relationships

have come to dominate.

But anonymity has its drawbacks. The
personal relationships once associated with
local store proprietors who knew customers
and their families by name, and could antici-
pate exactly what those customers needed
any day of the week, have become mostly
figmentsof nostalgia. Many of today’ sshop-
pers find it difficult to get a high level of
customer service and to navigate an increas-
ingly complex multichannel retail environ-
ment. To resolve simple issues, they must
visit stores, write letters, go online, and call
customer servicecenters. Today, many people
yearn for the more personal shopkeepers of
the past.

Infocusgroupsconducted by thelnstitute
for the Future (IFTF) and the Peppers and
Rogers Group (PRG), shoppers commented
ontheir growing dissatisfaction. Onewoman
described her frustration at being forced to
move back and forth between a company’s
call center and onlinesitetoresolveasimple
credit card issue:

| wanted to let them know
[about a credit card change]
so | tried the automated phone
service, but there was no op-
tion for that. Then | tried wait-
ing on the phone and it was
just taking too long, so | went
online...but they weren’t set up
for that type of inquiry...and |
was confusing them by send-
ing them an e-mail...so | had
to get back on the telephone.

—Advanced CD shopper,
married female, early 50s

Therein lie the biggest opportunities and
risks for companies doing business in con-
sumer direct (CD) channels. For companies
struggling with declining customer loyalty
and diminishing marginsin an increasingly
cutthroat marketplace, the return to more
personal relationships with customers, or
more precisaly, thereinvention of suchrela
tionshipsin 21st-century form, can be areal
competitive advantage.
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Preract

A recent survey
of Global 1000
executives...found
that 87% of
respondents are
planning to
sustain or
increase
investments in
customer
management
initiatives despite
the economic

downturn.

While the burgeoning list of consumer
direct channels—Web sites, catal ogs, kiosks,
mobile devices, interactive television, net-
worked appliances, and so forth—creates
more opportunities than ever to interact di-
rectly with individual consumers and pro-
videabroader rangeof personalized services
and offerings, there are many uncharted
territories yet to be mapped.

Given the past year's shakeout of the
New Economy, hundreds of online compa-
nieshavealready comeand gone. Survivors
in the channel must integrate what was
learned from the failures and move on to
leverage the strengths of the new channels.
Creating unique and personalized experi-
encesfor customersremainsoneof themost
compelling strengths of the CD channel and
provides a competitive advantage for those
whodoitwell. But several questionsremain
to be answered: What kinds of personaliza-
tionare most meaningful to shoppers? What
istheappropriatechannel mix for delivering
personalized offerings? What information
do companiesreally need from customersto
offer personalization?Whatinformationare
shoppers willing to share?

Smart companies are quickly moving
new technol ogiesand communication chan-
nels that promise a more interactive, per-
sonal relationship with their customers to
thetop of the* business-critical” list. Infact,
a recent survey of Global 1000 executives
conducted by Advanced Marketing Research
found that 87% of respondentsare planning
to sustain or increase investments in cus-
tomer management initiatives despite the
economic downturn.

On one hand, these new technologies
empower consumers to access information
throughany channel, tomakemoreinformed
purchasing decisionsat virtually any timeor
placethey desire. They can searchforinfor-
mation about productsand services, and buy
them at the best price. By demanding better
service, products, and prices in this way,
consumersaretaking control of the market-
place with the help of these technologies.

On the other hand, businesses employ
these technol ogies to collect more detailed
information about consumers in order to
understand them, not just in the aggregate,
but at the individua level. With thisinfor-
mation, businesses can create customer pro-
files, communicate more targeted and
relevant information, and customize prod-
ucts. The more information about the cus-
tomer businesses have, the more value they
can provide the customer, if they use the
information appropriately.

But using information appropriately isa
big stumbling block for companieslearning
what it takesto succeed inthisnew commer-
cial landscape. What seemed to be a win-
win proposition for consumers and
busi nesseshas quickly turnedinto adoubl e-
edged sword. As companies feel their way
through the dark, their early attempts at
creating more customer interaction and pro-
viding more tailored information have, in
some cases, heightened consumers’ suspi-
cions and increased their fear of privacy
violations.

In this new world, where personal infor-
mation is the currency of exchange, many
consumers want to regain control of their

viii
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Prerace

information—to choose when to be anony-
mous, what types of information to share,
and how to exchange information for
value-added benefits. In the absence of this
ability to control the flow of personal infor-
mation, the most sophisticated shoppersare
learningto utilizetechnol ogy todefend them-
selves against the misuse of their informa-
tion, unwanted solicitations, and invasions
of privacy.

To make sure they’re not cut off from
their customersby these actions, and to take
full advantage of the opportunities that
using consumer information provides—
increased customer loyalty, profits, new
markets—CD businesses must lead theway
in addressing customers concerns about
privacy. Consumers aren't going to let
businessesusetheirinformationunlessbusi-
nesses persuade them of the clear benefits
of doing so. This makes building Learning
Relationships—a company’s ability to
track each contact with a customer, learn
from that customer’s feedback, and tailor
product, service, or communication based
on that feedback—all the more important.

Thesimplest way for businessesto attain
a high level of consumer trust is to put
control of consumer information back into
consumers’ hands, to gather their personal
data only with permission, and to tell con-
sumers exactly when and how that informa-
tion will be used.

Even with efforts like these, concern
about the protection of personal privacy will
continue to dominate public discussion.
Throughout theNorth Atlantic nations, both
public and private sectors are attempting to

set rules and guidelines. What is clear from
these effortsisthat any approach to protect-
ing consumers privacy must be adaptive
and flexible for the good of everyone
involved.

This report, Personalization: Managing
Opportunity and Risk in the Consumer
Direct Channel, will explore shoppers' atti-
tudes about personalization, assess the
opportunities and risks for companies that
useconsumer information collected through
consumer direct channels, and discussinno-
vative strategiesfor creating more effective
personalized experiences for consumers.

 Chapter 1 setsthe stage by presenting the
consumer view on the value of personaliza-
tion throughout the shopping cycle.

e Chapter 2 takes a closer look at how
personalization canenhanceeveryday shop-
ping activities, by exploring online grocery
activities.

 Chapter 3 explores the opportunities and
risksin utilizing the consumer direct chan-
nel to create more personalized experiences
for consumers, and examines consumers
growing concerns about privacy and secu-
rity in the marketplace.

» Chapter 4 lays out the public and private
responses to regulating privacy protection
in the North Atlantic nations.

 Chapter 5 forecasts which business prac-
ticeswill succeed in collecting, storing, and
using personal informationwhileprotecting
privacy and providing high-value personal -
ization to customers.

The simplest
way for
businesses to

attain a high

level of consumer

trust is to put
control of

consumer

information back

into consumers’

hands...
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CHaAPTER 1

Tue Consumers’ VIEW OF PERSONALIZATION

Emerging technologies supply many new ways to provide personalized services and
offerings to consumers beyond traditional face-to-face contact. Business is “reaching out”
to the consumer on Web sites with individualized pages, by e-mail with targeted
messages and services tailored to specific needs, or through call centers that track a
customer’s history of interactions with the company. Businesses that use CD channels
remain at the frontline of the learning curve on building and maintaining relationships
with consumers by means of these and other new communication channels. CD
companies also stay in touch with consumers via chat rooms, instant messages, mobile
phones, and personal digital assistants (PDAS) to name just a few on the growing list of

new ways to communicate.
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Tre ConsuMERs™ ViEW OF PERSONALIZATION

Despitetechnol ogical advances, however,
the fundamental principles of customer rela
tionship building still hold true. In fact, they
have become more important than ever in
bridging the gap between the promise of
technology and consumers' perception of the
valuethey receive from companiestrying to
build these new types of relationships.

PercelveD VALUE

As consumers begin to shop in a greater
variety of channels, many more options
for personalized services are available. To
better understand consumers perspectives
onpersonalization, |FTFand PRG conducted
a series of surveys and focus groups (see
sidebar, “Research Methodology”). We ex-
amined the attitudes and behaviors of con-
sumer direct shoppers, who make up 86% of
the U.S. population (see Figure 1-1). This
group includes those who have shopped in
thelast 12 monthsby themoretraditional CD

methods, including catal ogs, direct mail ads,
newspaper/magazine ads, television, radio,
ortheyellow pages, aswell asthosewhohave
made purchasesthrough newer CD channels
suchasonlineservicesor remote-order, home-
delivery grocery services.

In our survey, we asked consumerswhat
kinds of benefits they receive from stand-
out companies they enjoy doing business
with—companies with which they have
established good rel ationships. Not surpris-
ingly, selection, service, and price ranked
high across all consumers including CD
shoppers(see Table1-1). Thesethreeoffer-
ings, the corecomponentsof thebasic value
exchange between businessand consumers,
represent thefundamental expectationscon-
sumers have of business. If companies can
deliver good selection, service, and price
consistently, consumersarelikely tobeloyal
(atleast until something better comesalong).

Figure 1-1

An Overwhelming Majority of Consumers Shop Through CD Channels

(Percent of U.S. adults)

CD Shoppers

Non-CD Shoppers

0 20 40 60
Percent

80 100

Source: Institute for the Future/Peppers and Rogers Group, Personalization: Managing
Opportunity and Risk in the Consumer Direct Channel, International Household Survey, 2000.
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Table 1-1

The Basic Business-Consumer Value Exchange: Selection, Service, and Price
(Percent of U.S. adults who strongly agree with the statement indicating why they enjoy
doing business with a company)

Total CD Non-CD
They have the brands | like 70 70 69
| always receive good 60 59 64
customer service
| always get a good deal 50 49 56

when | do business there

Source: Institute for the Future/Peppers and Rogers Group, Personalization: Managing Opportunity and Risk in the
Consumer Direct Channel, International Household Survey, 2000.

Research Methodology

ogether, IFTF and PRG conducted
aseries of surveys and focus groups
examining consumers’ attitudes
toward personalization and their will-
ingness to share personal informa-
tion. Data-gathering efforts included:

= International Household Survey.
During the summer of 2000, IFTF and
PRG surveyed a representative cross-
section of 6,613 households through-
out the North Atlantic countries,
including Canada, France, Germany,
Netherlands, Sweden, the United King-
dom, and the United States.

= U.S. Household Survey. In Novem-
ber and December 2000, IFTF and
PRG commissioned a survey of 1,500
households in the United States. The
survey was conducted with a national
random sample of U.S. adults.

= Focus Groups with CD Shoppers. In
January 2001, IFTFand PRG conducted
eight focus groups with consumer
direct shoppers in cities across the
country, including Seattle, Chicago,
Washington, D.C., and Raleigh, North
Carolina.
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Real-time interaction with alive person
and the ability to choose how to communi-
cate aso ranked high with consumersinthe
survey. Most U.S. respondentsvalued being
abletointeract with areal person whenthey
want to, and they also preferred to beableto
communi catewithacompany by themethod
they choose (see Table 1-2). Asthe number
of communication channels proliferates—
store, phone, mail, Web, and e-mail, among
others—peopl ewant to beableto communi-
cate ontheir own terms, by the method they
prefer, when and where they want.

What surprised us, however, isthat value-
added benefits associated with more person-
alized offerings such astargeted promotions
and one-to-one service—where businesses
know something about the customer and re-
spond accordingly—were not among thetop
reasonsmost consumersenjoyed doing busi-
ness with a company (see Table 1-3). Non-
CD shoppers tended to rate these benefits
higher than CD shoppers, but still rated them
lower overall. This difference between non-
CD and CD shoppers may demonstrate that
those who get a high level of persondized
services in the store environment feel less
need to turnto alternative shopping channels
for value or convenience.

Do consumersfail to give these benefits
high marks because they don’t want them,
or because they feel they have no chance of
getting them? We' ve found that consumers
don’'t consider these benefits of the highest
importancefor asimplereason—many busi-
nesses don’'t even offer such services. Most
consumersaren’t given theoption of having

just one person handleall their business, for
instance, and most promises of personal-
ized information targeted to consumers’ in-
dividual needsgo unfulfilled. For example,
many consumersin our focus groups com-
mented on the difficulty of establishing a
personal relationship with local retailers,
especialy large chain stores. One woman
described atypical relationship with alocal
grocery store:

| don’t think grocery stores now
are that personal.... You go in
and you don’t even see the
same person from time to
time...you’ve got a different
checker every time...you don’t
know them well enough.

—~Female, primary household
shopper, late 40s

Otherscomplainedthat they werequickly
overwhelmed with messages after provid-
ing information to a company about topics
that interested them. For many, potentially
useful information was lost in the sheer
volume of messages received.

| did [a profile] and | thought,
“This will be a great resource,”
and | checked the box “you
can send me information.” |
got so many e-mails that week,
that now | don’t open them. |
delete them right away.

—Advanced CD shopper,
married female, early 30s
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Table 1-2

Real-time Interactions and Easy Communication Are Important Benefits
(Percent of U.S. adults who strongly agree with the statement indicating why they enjoy

doing business with a company)

Total CD
| can easily reach a person 60 59
whenever | want to
| can easily communicate 55 56

with the company through
whatever method | prefer

Non-CD

67

53

Source: Institute for the Future/Peppers and Rogers Group, Personalization: Managing Opportunity
and Risk in the Consumer Direct Channel, International Household Survey, 2000.

Table 1-3
Most Consumers Don’t Expect Personalized Benefits

(Percent of U.S. adults who strongly agree with the statement indicating why they

enjoy doing business with a company)

Total CD
They know what | like and keep 37 36
me posted on deals | might
be interested in
They give me special discounts 23 23
and benefits not available to
other consumers
They have one employee 21 19

who knows me and handles
all my business

Non-CD

50

26

34

Source: Institute for the Future/Peppers and Rogers Group, Personalization: Managing Opportunity
and Risk in the Consumer Direct Channel, International Household Survey, 2000.
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As sophistication
among CD
shoppers grows,
expectations of
the value
associated with
personalized
offerings

increases as well.

Moreover, in a recent study, Jupiter
Research found that only 40% of online
companies used some form of personaliza-
tion software in 2000. Another study con-
ducted by Rubricfoundthat only oneinfour
online sites recognize repeat buyers. These
decided gapsin servicereinforce the notion
that old ways of doing business—knowing
the person who handles your transaction or
getting special treatment because you are a
good customer—are no longer major rea
sons consumers choose businesses. But the
focus groups also clearly suggest that con-
sumers would like to get such “old-fash-
ioned” personal service. This deficit
represents an important opportunity for CD
companiesto usenew technol ogiestolever-
age direct contact with their customers and
provide more value.

DEeLIVERING ADDED VALUE
THROUGH PERSONALIZATION

Consumer direct shoppers are among the
most experienced with the new forms of
personalizationavailableonline, throughcata-
logs, or by means of other CD channels. In
our surveys, we asked consumers about the
kinds of benefitsthey received from compa-
nies with whom they shared their personal
information. Whilewefound that many con-
sumers, especialy CD shoppers, arewilling
to shareinformation for avariety of reasons,
they valued some benefits more than others
(see Table 1-4). Coupons and discounts
toppedthelist, followed by product announce-
ments and quick-and-easy purchases.

We see some dramatic differences be-
tween CD and non-CD shoppers, however.
Almost five times as many CD shoppersas
non-CD shoppersnamed product announce-
mentsasauseful benefit. Moreover, 16% of
CD shoppers selected quick-and-easy pur-
chases asthe most useful benefit, compared
to only 9% of non-CD shoppers. This
response underscores the potential benefits
of using information about customers to
respond directly to their individual needs
and interests with value-added (customer-
satisfying) services.

Thedataa soimply that assophistication
among CD shoppers grows, expectations of
the value associated with personalized of-
feringsincreasesaswell. Inthefuture, com-
panies will need to offer much more than
targeted couponsor discountsif they want to
deepen their relationship with their custom-
ers. In our focus groups, consumers agreed
that for them to continue sharing their per-
sonal information, companies would have
to improve the value exchange.

If I give [personal] information
out | expect something more in
return than coupons or a dis-
count on a future purchase.
That sounds too much like they
are just trying to entice you to
spend more money. If | were
to get a rebate, a genuine
rebate, X% back, or $X back,
that would mean more to me.

—Advanced CD
shopper, female

INsTiTute FoR THE Future/ Peppers AND RoGERs GROUP
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PersoNALizaTION NEEDS VARY
THROUGHOUT THE SHOPPING CYCLE

he goal of our focus groups was to get

beneath the survey numbers and deepen
our understanding of the value of different
formsof personalizationto CD shoppers. In
our discussions with shoppers, the tension
betweenrel easing personal informationand
getting value from personalized offerings
and services became very clear.

As shoppers conduct more shopping-
related activities outside the traditional
store—online, through catalogs, by direct
mail, on mobiledevices, and so on—they are
trying to find the right balance between the
desiretoremain asanonymousaspossiblein
the bricks-and-mortar environment and the
needtorevea theiridentity inthe CD channel
to accomplish anything. For the most part,
consumersaremaking thetransition between
these two paradigms and are willing to ex-

Table 1- 4
Coupons or Discounts Most Useful

(Percent of U.S. adults that named ... as the most useful benefit provided by a
company they have shared personal information with)

Total

Coupons or discounts 34
Announcement of hew products 17
and services

Quick-and-easy purchases 15
Better customer service 12
Comparisons of products 6
or services

Have never shared 17

personal information

CD Non-CD
33 37
19 4
16 9
12 11

6 46
14 35

Source: Institute for the Future/Peppers and Rogers Group, Personalization: Managing Opportunity
and Risk in the Consumer Direct Channel, International Household Survey, 2000.
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change someinformation about themselves
for extravalue and for the convenience of
making a purchase when and where they
want, but they are selective about which
companiesthey releasetheirinformationto.
Asone CD shopper put it:

If I’'m just browsing online and
the site starts asking me for in-
formation, forget it. If | like the
product and | want to buy it,
well, now we have a give and
take going. | want your prod-
uct, you want some informa-
tion.... Then | will make my
decision as we proceed and |
will give up some information
for that convenience. But if they
want information | don’t want
to give, then I'll go in the store
and buy it.

—Advanced CD shopper,
married male, mid-40s

Intheearly part of the shopping process
(seeFigure 1-2), shoppersprefer to access
a wide assortment of information from
resourcesof their own choosing rather than
a narrower set selected by someone else.
They are willing to share generic,
nonidentifiableinformation about their in-
terests or preferences in order to access
relevant materialsthat will helpthemmake
apurchase.

However, in the later stages of the pro-
cess, shoppers want a persond touch from
thecompany they havechosentodobusiness
with. At this point, they are willing to share
the personal information necessary to com-
plete the transaction. Efforts to personalize
customers experiences during these later
stages can reinforce the value of the overall
relationship for shoppers who have decided
toengageinsomeformof give-and-takewith
a company, whether it is an exchange of
information or money (see Table 1-5).

Figure 1- 2
The Shopping Process

6. Followup
(e.g., returns,
customer service)

5. Delivery/
Pickup

2. Option evaluation
and decision making

Source: Institute for the Future and Peppers and Rogers Group.
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Table 1- 5
Personalization in the Shopping Process

Stage in Shopping Cycle Personalization Need

Browsing « Interactive, “do-it-yourself” tools
« Allow individuals to specify their own search parameters as well as what types
of information they would like to receive in response to their search queries

Option Evaluation « Interactive tools that enable customers to specify the characteristics they
want compared
 Provide single-point access to a wide variety of vendors and brands

Order Placement * The ability to change an existing order
« Advice on items that they should order
« Want confirmation of current availability or notification of backorder status
before placing order
« Access to live assistance for purchasing items that are not listed on the Web
site, but are available through other channels such as bricks-and-mortar stores

Payment and Billing « Ability to select the payment method they prefer
« Helpful to keep payment information on file, but want to be able to change this
information easily
« Personal attention to deal with problems that arise; many shoppers don'’t feel
comfortable using electronic media to solve payment and billing problems
« Access to service reps to ensure accountability and an immediate solution to
any issues that arise

Delivery and Pickup « Want e-mail confirmations with the details of their order, including shipping and
delivery status
« Want choices on fulfillment (e.g., can pick up at store rather than have it
delivered to home)

Customer Service « High degree of personalization required
« Follow-up communication to ensure that shopping experience was satisfactory
* Do not send a form letter in response to a problem
« Access to a live service agent who can empathize with their problem and offer
real solutions

Follow-up « E-mails targeted to their specific interests that come infrequently

Source: Institute for the Future and Peppers and Rogers Group.
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Many shoppers
prefer to browse
and comparison
shop on their
own, but are
very interested in
interactive or
“do-it-yourself >’
tools that
empower them
to find the
information

they need.

“Do-It-Yourself” Personalization

When consumers are looking for a product,
especialy a big-ticket item, they feel com-
pelled to do their own extensive research to
make an informed purchase. Any lesseffort
and they fedl they have let themselves or
their families down by doing poor research.
Asaresult, many shoppers prefer to browse
and comparison shop on their own, but are
very interested ininteractive or “do-it-your-
self ” tools that empower them to find the
information they need during these early
stages of the shopping process. Shoppers
find most helpful the do-it-yourself tools
that all ow themto set specific parametersfor
the kinds of information, services, or prod-
ucts they need.

Browsing

For example, shoppers want help finding
specializeditemsthat areuniqueand difficult
to find. Often search engines bring back 500
linksinresponseto aninquiry, but themajor-
ity are not very helpful because they lead to
low-quality sites or sites that are not even
commerce-enabled. Some shoppers want a
search enginethat |etsthem specify thekinds
of information they want from their search
query, such as product reviews or purchase
locations. One consumer described a Web
site that provides him with interactive tools
that helped him find a rare book:

I’'ve done it at Half.com [which
has since been purchased by
eBay].... I've been looking for
a couple of books that are kind
of hard to find. They’re out of

print now, hardcover books,
and I've asked [the site] to no-
tify me when they get one...You
can very specifically set the
parameters like, “I don’t want
to pay more than 50% of the
cover price,” and “they have
to be hardcover,” and “they
have to be in good or excel-
lent condition.”

—Novice online shopper,
male

A few consumers said they prefer the
Web to a store for receiving personalized
help in tracking down hard-to-find items.
For example, onewomanwaslooking for an
older model of a particular car. Although
she called many dealerships for help, she
didn’t trust that the dealerswould call back.
So she went to afew auto Web sites where
she could enter her specific request. She
trusted the Web service more than the
dealerships to alert her once a car that
matched her description became available
because she was able to enter the informa-
tion into the system herself.

| don’t know why it feels more
likely to me that we would hear
from AutoByTel [than the deal-
ership], but it just did. Maybe
it's because you’re typing it,
you’re writing it down, and
you'’re thinking it is in their sys-
tem somewhere.

—Advanced CD shopper,
married female

10
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Option Evaluation

Once shoppers finish browsing and decide
on the item they want to purchase, they
compare pricesto find the best deal. Do-it-
yourself tools that give shoppers the flex-
ibility to check prices at different stores,
Web sites, and catalog companies are con-
sidered very valuable for this process. Sev-
era shoppers mentioned CNET.com as a
Web site that offers do-it-yourself tools
they used to access the exact information
they needed for comparison shopping.

| bought [a new hard drive for
my computer] online and did
all my shopping through a
company called CNET.com,
which actually does most of the
shopping for you because they
allow you to comparison shop.
They’ve got reviews of the vari-
ous products...allow you to
comparison shop between
about 15 and 20 online stores
SO you can absolutely get the
best price you’re going to get.

—Advanced CD shopper,
male, early 40s

Another customer wanted help in com-
parison shopping for insurance. He used a
Web site that required him to provide his
insurance history only oncein exchangefor
ratesfrommultiplecompanies. Thisservice
transformed the company hosting the Web
sitefrombeing asimpleorder taker tobeing
a highly regarded value-added agent. This

typeof personalizedtool hel ped theshopper
find the exact information he wanted and
thus avoid spending time on the phone.

...you can get insurance
quotes from 30 companies...
It’s all one form, send it all in,
and then find out who’s got
the best deal.... I've found that
very convenient.... Rather
than call 30 companies....
[Insurance companies] want
to know everything about you.
How many miles you’ve got,
how many cars you've got....
Fill out one form [on the insur-
ance quotes Web site] and
you’re done.

—Advanced CD shopper,
male

The Balance Between Technology
and the Human Touch

When consumers are shopping—whether
in a store or through a CD channel—there
aretimeswhen they need moreinformation
than what is available on the store shelf,
Web site, or catalog page. They want per-
sonalized attention from someone who can
helpthemresolvetheirissuesinreal time, or
they want up-to-theminuteinformationthat
keeps them informed on the status of their
order. Thehuman component of theseinter-
actions is especialy important at the later
stages of the shopping cycle—as the deal
heads toward closing.
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Placing an Order

When acustomer isready to place an order,
issues may arise that would be addressed
most easily by real-time interaction with a
person. For example, acustomer may want
tonegotiatethepriceor may haveafew last-
minute questionsabout availability or prod-
uct features. Most CD shoppers have not
found a good online substitute for person-
to-person contact, and will often resort to
calling a customer service agent or going
into a store.

Othersfound they needed ahuman agent
when the product they wanted to order was
not available onthe Web site. They wanted
accessto aperson who could find the prod-
uct in one of the company’s stores and add
it to the order. In this situation, a human
agent can help create aseamlessexperience
for the customer who wantsaccessto all the
company’s products regardless of which
saleschannel they chooseto use. Evenif the
Web siteand the bricks-and-mortar storedo
not carry the same stock, ahuman agent can
help move the ordering process along. One
shopper described how her grocery delivery
service customized her order by pulling
itemsthat werenot availableontheWebsite
off the grocery store shelf:

Peapod shops from the store
that | shop at.... So | know
what’s on those shelves. | used
to be able to call them or
e-mail them and say, “I'd like
one of this and one of this,
even though you don’t seem to

be offering it on the Web site,
| know you sell it in the store,”
and they would bring it with
my order.

—Advanced CD shopper,
married female

Payment and Billing

Once a shopper chooses to engage a com-
pany insomeform of transaction, her expec-
tations for personalized service increase.
For now, most shoppers appear to be most
comfortable with some form of person-to-
person contact—they rely on the phone to
check on order status, solve hilling ques-
tions, or determinetheright product to buy.
Often this real-time communication pro-
vides the consumer an opportunity to ex-
plain her issuein more detail, or to have all
of her questions answered, as contrasted
with an e-mail, which is viewed as a“ one-
shot” communication.

Woman: [If there is a prob-
lem,] you can get deeper into
the issue on the phone —and
ask “Well, why isn’t it here?—
And what is going on?” You
can dig deeper.

Man:Yeah, you can get a per-
son a little bit more on your
side, to empathize with you a
little bit more, as opposed to
getting an e-mail.

—Advanced CD shoppers; male,
early 40s, and female, early 30s

12
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The ability to call a customer service
center and talk with a service agent also
assured shoppersthat acompany wasl egiti-
mate—not afake hiding behind aWeb site.

We bought [my son’s birthday
present] online through a credit
card. And | did talk to a sales
agent. We went on the site,
and then they had a number
that you could call.... | wanted
to confirm that this was the
actual site that | was giving my
credit card to.

—Advanced CD shopper,
married female, late 40s

Delivery and Pickup

Sending messages such as e-mails or faxes
to continuetheflow of communication once
an order is placed is a prime opportunity to
provide real added value to shoppers and
alleviatesomeof theuncertainty of purchas-
ing through the CD channel. Shoppers like
to be updated on the status of their orders
and contacted directly if a problem arises.
One man described how a company ex-
ceeded his expectations with effective fol-
low-up communication:

The company followed up with
an e-mail confirmation of the
order, an order number, esti-
mated delivery date, and even
the UPS tracking number that |
could use to log onto a site that
would show me on a map
where the thing was as it was

traveling across the country.
But they were wrong. They es-
timated three days for delivery
and it came in two.

—Advanced CD shopper,
married male, mid-40s

Another component of personalization
that consumers support would bevery valu-
able at this stage of the shopping process—
theability to placean order over thelnternet
andpickitupatalocal store. Many consum-
ersagreethiswould be avaluable benefit of
an online service:

If you could just call up and
order your groceries, then just
have them waiting for you so
you could just drive through
and zip in and zip out.

—NMarried female with children,
late 30s

Customer Service

For complex servicesituations, many shop-
persfound it difficult to reach a person who
could help them. In these cases, shoppers
preferred going to a store and talking to
someone face-to-face about their problems.
Being physically present in astore allowed
shoppersthe opportunity to explainthesitu-
ation, and use their physical presence to
insist on a satisfactory solution, which they
did not think was possible online or on the
phone. Automated customer services such
asmenu-driventel ephonesystemsand auto-
responsee-mailsincreased consumers’ frus-
trationsasthey triedtoresolvethorny issues.

Shoppers like to

be updated on

the status of their

orders and

contacted directly

if a problem

arises.
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Once

consumers
engage a
company in an
exchange of
information or
currency, their
service

expectations

On the phone, | found that the
first person that answers really
doesn’t know squat about what
you’re talking about but they’re
trying to screen you.... [After
two months dealing with
people on the phone] | finally
went back to the store .... | very
calmly told them exactly what
| had done, the steps that | had
taken. | showed them what |
had done and they asked me
what | wanted. And | said, “I
want either my money back or

Follow-up

Most shoppers expressed an interest in re-
ceiving follow-up communications from
compani esthey had purchased from, or those
which had provided useful information. The
communicationsthat were most valuableto
shoppers were those whereby the company
(2) sent information—e-mails, faxes, paper
mail, and soforth— infrequently, givingthe
consumers a chance to read them, and (2)
sent information related to upcoming sales
of itemsin which the customer had explic-
itly expressed an interest.

increase. . " ) )
a new computer if you can. Female: They were interesting,
So they gave me a new com- but | never had the time to
puter which also didn’t work, really look at them and read
so | brought it right back. I everything. And so | end up just
finally got one that worked. deleting them.
—Advanced CD shopper,
divorced male, 50 years old Male: | had the opposite
. experience. CDNow.com let
Although most shoppers did not want to me know when this is going to
u_seelectronlc med|awhen Fhey expected a happen or that's going to hap-
high degree of personalization, some were pen. Every once in awhile, |
qpentothepowbllltylfacompany offer_ed get an e-mail and it usually
livechatsor someother way tointeract with pans out as productive
a person. In any case, shoppers wanted a
medium that allows a real-time, two-way Female: | think if | was getting
ate, haggle, and persuade. more inclined to spend the time
and read it and look at it. But
when you’re getting three a
week | just say forget it.
—Advanced CD shoppers;
female, early 30s, male,
early 40s
14 INsTiTuTe FOR THE FuTURE/ PEpPers AND RoGERs GROUP
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KEey LEssONS:
Focus oN THE VALUE TO CONSUMERS

heprimary lessonfromthesesurveysand

focusgroupsisthat companiesshould et
their customers—and even hel p them—dic-
tate the information exchange. Some of the
following efforts might be useful:

» Balance technology with personal touch.
Throughout the shopping cycle, CD compa-
nieshavemany opportunitiestoadd val uefor
consumerswith more personalized services.
However, providing personalizationdoesnot
imply a single approach, but rather a bal-
anced mix of cost-saving technology solu-
tions and human interaction. Even though
technol ogiesprovideopportunitiestoservice
more customersin cost-efficient ways, com-
paniesmust becareful not toalienatecustom-
ers by relying too much on technology and
depersonalizing the interaction.

» Provide do-it-yourself personalization
tools. In the early stages of the shopping
cycle, consumers prefer to look for what
they want by configuringinteractivetoolsto
work on their individual needs. Thesetools
allow individuals to personalize their own
experience by specifying the parameters
most important to them asthey browse and
evaluate products.

* No subsgtitute for real-time interaction.
Once consumers engage a company in an
exchange of information or currency, their
service expectations increase. At the later
stages of the shopping cycle, the ability to
interact with a live agent and access real-
time information becomes paramount in
resolving issues, tailoring satisfactory solu-
tionsto problems, and providing a personal
touch that engenders trust and loyalty.

» Reinforce relationships through ongoing
communication. Targeted communication
can be an important tool aslong asit is not
overused. Consumers get the most value
from communications that are relevant to
their interestsand needsandthat comeinfre-
quently, givingthemachancetodigestthem
and respond.

This basic framework outlines the way
consumers’ needsfor personalizationchange
depending onwherethey areintheshopping
cycle, but other variables must be consid-
ered aswell. Thetype of product or service
and the amount of research and investment
required to make the best purchase are all
important factors. The next chapter takes a
closer look at the kinds of personalization
that are most meaningful to consumers in
their everyday shopping activities.
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CHAPTER 2

A Coser Look:
PERsONALIZATION IN ONLINE GROCERY SHOPPING

Against the backdrop of tumultuous change in the online marketplace, the goal of this

year’s research is to understand the fundamental shifts that will drive the growth of the CD

channel. Online businesses have come and gone, but the migration of consumers into the

CD channel continues. More shoppers are gaining experience in the channel, and more

are becoming educated about how to use interactive tools in their shopping activities. Their

expectations for what companies can offer, both off- and online, will continue to expand

over time. Opportunities to leverage the capabilities of new channels to differentiate

customers and tailor their shopping experiences will become increasingly important.

Ingeneral, consumersare most interested
in getting personalized information and ser-
vices for big-ticket items (computers, cars,
appliances), hobbies or personal interests
(music, gourmet coffee, vintage automo-
biles), work-rel atedinterests(businessnews,
occupational materials), and special needs
(allergies, other medical conditions). The
types of personalization most meaningful to
shoppers differ across product categories.

Inorder tobetter understand thedynamics
of personalization anditsroleindefining the
CD market, we explored how companies
might leverage new interactive capabilities
to create amore personalized experiencefor

everyday shopping activities. Becauseit rep-
resents the first large-scale effort to move a
significant portion of a household's regular
purchases into the CD channel, we focused
specifically on remote grocery shopping in
our surveys and focus groups.

Consumer preferencesfor personalization
in online grocery shopping fall into several
key categories:

« Pull-not-push personalization
* Interactive expert recommendations
< More options, more control

* Person-to-person contact

INsTiTuTe FoR THE Future/ Peppers AND RoGeRs GROUP
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Online

businesses have
come and gone,
but the migration
of consumers into
the CD channel

continues.

PuLL-NoT1-PusH PERSONALIZATION

egular purchases of low priced items

like groceries do not warrant intensive
information searchesonthe part of consum-
ers. Indeed, most browsing and comparison
shopping take place waking down store
aisles. For thisreason, most consumerswere
notinterestedin receivinginformationfrom
their grocer (that is, push). They would
rather havetheability to accesstheinforma-
tion they think would help them better plan
shopping trips or accommodate their
household's particular needs and prefer-
ences (that is, pull). Although many con-
sumerswerestill unwillingtogiveupin-store
grocery shopping, evenfor the convenience
of home delivery, many were also looking
for hybrid solutionsthat |everagedtheonline
channel to enhance their grocery shopping
experience.

Put Product Information on the Web

Many consumerswanted theability to access
product information, including nutritioncon-
tent, size, and price, on the Internet before
making apurchaseor stepping foot inastore.
More consumers are health-conscious and
wereinterestedin coll ectinginformationabout
their grocery purchases so they could de-
velop better shopping strategies. One con-
sumer wanted a Web site that displays the
nutrition labels of products carried in his
local grocery storeso hecouldread thelabels
inthe comfort of hishomerather than spend-
ing additional timein the store.

...it would be nice to [go to a
Web site and] type in what
you’re going to look for that
day, and then have these nu-
trition labels pop up online so
you can automatically go out
there without having to look at
every product in the store...
when | go shopping I’ll look at
the nutrition items before | pur-
chase it. It'd be nice to know
before | go out....

—Male, early 30s

Send Coupons and Notice of Store
Sales for Regularly Purchased Items

Most shoppersare awarethat grocery stores
track their purchases by means of loyalty
and reward card programs. Some online
grocery shoppersindicated that they would
like companies to use that information to
offer them coupons and promotions on the
particular items and brands they regularly
purchase. For example, for a shopper who
regularly purchases Braeburn apples, adis-
count on Braeburns is much more valuable
than a discount on Golden Delicious or
Granny Smith apples. Likewisefor branded
products—shoppers who prefer Coca-Cola
would rather receive discounts for Coke
than for a competing brand such as Pepsi.
Grocers can provide a valuable service by
using purchasing history informationinthis
way. One online grocery shopper indicated
interest in getting help from her grocery
delivery serviceinidentifying good dealson
the items she normally purchases.

18
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| want a good buy. And if it’s
something that I like, go ahead
and send itto me. When | shop
for groceries online I’'m trying
to find a good deal. You know,
it’s a lot of work and | prefer
somebody to just say, “Oh
here, it's 20% off.” Well, thank
you. | prefer not to do the work.

—Advanced CD shopper,
married female with young child,
late 20s

Other shoppers expressed interest in re-
ceiving coupons or notices for upcoming
sales on the products they regularly pur-
chase. They would use this targeted infor-
mation to plan their shopping schedule in
order to get the best deals.

[The grocers could] show you
what’s going to be on sale on
their Web site, and they show
you throughout the month when
you can buy something. For ex-
ample, if you've got to buy in
quantity and they have some-
thing like pork chops that are
going to be on sale at the end
of the month and you go there
and pay full price now, can you
wait and buy them when they
go on sale.

—Male, early 60s

Meet Special Needs
with Personalization

Consumers who could gain the most direct
benefit from persondization may be those
with specia nutrition or health needs that
require moreinformation to manage parti cu-
lar conditions such as food allergies, diabe-
tes, and high cholesterol. Individuals or
househol dswith special needswerethemost
willing participants in our studies to share
persona information in exchange for dis-
counts, resources, and tailored recommenda-
tions. One woman wanted more customized
information to help her manage her young
daughter’ sdairy alergies:

A lot of the foods that my hus-
band and | eat include dairy
foods, so my daughter can’t eat
them...the Food Allergy Net-
work has a cookbook for
$20.... But it includes [recipes
for] allergies from eggs, wheat,
nuts, everything else. | don’t
need all of those recipes.... But
if | could go on a Web site and
tell them my daughter is this
age, the food has to be age-
appropriate for her...and this
is her particular allergy, could
you give me some recipes for
that, instead of me searching it
out. So if | could say, | need this,
this and this, you give it to me.

—Advanced CD shopper,
married female with young child,
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INTERACTIVE EXPERT
RECOMMENDATIONS

Other shoppers are interested in going
one step further to get help managing
their diets and attaining health goals. For
example, many shoppers are interested in
sharing information about their health goals
in exchange for recommendations on the
kinds of foods they should purchase and
ideas on how to use them in a healthy diet.
One man described how helpful thiskind of
interactive service would be for different
kinds of health-related goals:

If  was playing football...[and]
| wanted to get certain kinds of
foods to help myself get larger,
that would be very helpful. If |
had high cholesterol and |
needed help finding foods that
are in my category, that also
would be very helpful.
—Male, under 35

Nutrition Recommendations

Some consumers wanted an interactive ap-
proach with the ability to define the param-
eters of the information they would receive
fromtheir grocer. Instead of getting recom-
mendations and discounts based on past
purchases, somewanted to beabl eto specify
the aspects of their diet that they need the
most help managing.

I’d like to see an interactive
service—you tell [your grocer]
what you’re looking for—be-
cause | would like to be able
to say, “Okay—I really need to

get more green vegetables” or
something in my diet. And then
they can give you recipe ideas
or something like that. And it
wouldn’t be based on what |
already buy because | need
help with that. So the interac-
tive thing would be better.
—~Female, under 55

Recipe Recommendations

Still otherswanted the ability to accessinfor-
mation related to the items available in their
local store via a Web site. One woman de-
scribed a service that would post sale items
linked to recipe ideas for how to use them.

| would just like to go into a
Web site...here’s Costco and
this is what they have on sale,
“We’'re featuring pork chops
this week, if you’re interested,
here are ten ways to use them.”

—Female, 43 years old

More OpTIONS, MORE CONTROL

I n general, consumers were interested in
online services that would create more
options for different kinds of shopping ex-
periences, save time, and reduce the hassle
associated with weekly grocery shopping.

Anytime, Anyplace Access

A key benefit of current online grocery
models is that consumers can shop when-
ever and wherever they want. In this way,
remote shopping is a personalized tool that
provides shoppers with more flexibility to
organize their schedules—they don’'t have

20
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to wait for the store to open. Consumers
appreciated having the option to place or-
ders, anda sonotedthat being abletochange
or add onto ordersisan important feature of
the do-it-yourself toolkit offered by online
grocery services. One avid online grocery
shopper commented:

You can put in your order any
hour, whether the store is
opened or closed. It’s really
great if you’re a night owl. You
can do your shopping at an
hour when you really wouldn’t
want to be out...you can keep
adding to the order up until
about half a day before it’s
delivered. I've got groceries
coming tomorrow at four
o’clock and | have until mid-
night tonight to make any last-
minute changes.

—Advanced CD shopper,
married female with young child

Auto-Replenish the Basics

A few consumerswereattractedtotheoption
of havingtheir basi c purchasesautomatically
replenished, though many others were con-
cerned about the additional cost for the ser-
vice. Othersworried that if people no longer
had to go to the grocery store that such a
service would help erode the socid fabric of
local communities. However, asmall group
of consumers, namely working motherswith
small children, aswell as young profession-
als, saw automatic replenishment servicesas
anoptionthat promisedreal convenienceand
timesaving. Onewoman describeswhy such
aservice might be valuable:

By the time you get home from
work, you’ve got to schlep to
the grocery store. | have a little
one and my husband works a
lot of long hours. It’s just tough
for me to schlep my son to the
grocery store. It’s an extra-
added thing. By the time | get
home it’s 6:00 and it’s another
hour at the grocery store.

—Married female with young
child, late 30s

Others agreed that the service could be
useful, as long as they had the ability to
control the schedule.

Sometimes you don’t want toi-
let paper at the time, but you
might need paper towels, you
may need milk— certain
things you’re going to need. If
you have the opportunity to
adjust it, then it would work.

—NMale, primary household
shopper, early 30s

Remove the Hassle

Some of our respondents were attracted to
options that would remove the hassle and
inconvenienceof in-storegrocery shopping,
namely walkingupand downthestoreaisles
tofind the productsthey want. Servicesthat
would expedite shopping, such as allowing
consumers to pre-order routine items for
pickup (thereby providing more time for
shoppers to focus on products they want to
hand pick), promised some consumers real
added value.

A few

consumers were
attracted to the
option of having
their basic
purchases
automatically
replenished,
though many
others were
concerned about
the additional

cost.
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Through the Internet you can
access your grocer. Just plug in
your order and tell them what
you want. When you show up,
it’s already bagged. You don’t
have to spend your time look-
ing through the aisles but you
may not want to be waiting at
home for delivery either...if you
know you’re going to be going
grocery shopping, you get
online and come up with your
list. You send it, and it’ll be there
within an hour or so. You can
go do some running around or
whatever you have to do and
then just swing by that grocery
store to pick it up.

—Male, under 55

Figure 2—-1

Consumers Are Willing to Share Sensitive Information for Targeted,

Relevant Offerings

(Percent of adults in each group that are “very willing” or
“somewhat willing” to ...)

Give your regular grocer information about a medical condition such
as diabetes for example, in order to get special products or services

related to your condition.

Total

CD Shoppers

Non-CD Shoppers

10

20 30 40 50 60
Percent

Source: Institute for the Future/Peppers and Rogers; Personalization: Managing

Opportunity and Risk in the Consumer Direct Channel, U.S. Household Survey, 2000.

PersoN-TO-PeErsoN CONTACT

he evolution of grocery shopping in

the past few decades has hel ped to shape
the modern shopping paradigm—wherethe
goal isto get in and out as quickly as pos-
sible. Gonearethesmall-towngrocery stores
andthefriendly grocer whom shopperscould
trust withinformation about themselvesand
their families. But in an era dominated by
large chain stores and impersona store
clerks, many shoppers balk at the notion of
sharing personal informationwiththeir gro-
cer, despitethepotential for morecollabora-
tive relationships regarding nutrition and
health maintenance.

Surprisingly, over 50% of people in our
surveysreportedthat they arewillingtoshare
medical information—which we know is
among the most sensitive pieces of personal
information (seeChapter 3)—withtheir regu-
lar grocer in exchange for targeted, value-
added benefits like promotions or discounts
on products related specifically to aneed or
interest (see Figure 2-1). However, thisisa
highly qualified willingness, aswe found in
our group discussions with consumers.

Relationships Matter

Consumers willingnesstoshareinformation
depends on their relationship with their gro-
cer. In small-town grocery stores, shoppers
have more opportunities to establish a per-
sonal relationship with store clerksand man-
agers, for exampl e. Therapport that shoppers
buildwith storeempl oyeesbecomesthebasis
for trust in deepening the L earning Rel ation-
ship. One woman described how she would
bemorewillingto shareinformation withthe
grocer from her hometown than the large
chain store in her neighborhood.

1
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[ would not share information]
if you're talking about a chain
store, because the chain stores
generally speaking are very im-
personal. Now, | lived in
Lakeside for a long time and |
went to the Vons there. They
knew me by heart. Every one
of the employees knew who |
was—because I'd go inand I'd
talk with them all and spend
time there. But that’s a small
town with a small-town grocery
store. If you go up to the big
Vons, nobody knows who you
are. So you’d have to have
more of a personal grocer to
do that with.

—~Female, late 50s

Expert Knowledge
Establishes Credibility

Others were willing to share information
about their health and medical needs with
their grocery provider only when experts
were available to respond with information
or advice. Asonefocusgroup participant put
it, “only if they had a bona fide nutritionist
in the store.”

Most consumers do not perceive their
local chain grocers as experts in nutrition,
even though the stores supply households
with most of their food-related needs. Spe-
ciaty food retailers like Whole Foods are
better positioned as experts, since good nu-
trition is part of their brand proposition.
Consumersexpect thespecialty providersto

have knowledge and expertise the large
chains don’t have.

| don’t think I’d trust Dominic’s
as much as going to Whole
Foods or something like that...
| don’t consider Dominic’s par-
ticularly health conscious....
But Whole Foods, yeah. |
would see [a health nutrition
service] associated with them.”

—Female, primary household
shopper, early 40s

The combination of trusted brand names
and more personalized service are impor-
tant components in establishing deeper
L earning Relationships with consumers.

Person-to-Person Service Online

Whether they shop in the store or online,
customers agree that live serviceisan im-
portant component of theexperience. Online
grocery shoppers, especialy, say live ser-
vice helps them develop atrusted relation-
ship with their providers. Some mentioned
that being able to reach a service agent on
the phone or online for help with purchase
decisions is what makes them comfortable
with online grocery delivery service.

| always ask questions and
things like that, and then they’re
more than happy to serve me.
There’s always a live person on
the line, to answer questions,
which is really good.

—Advanced CD shopper, single
professional female, early 20s

Whether they

shop in the store
or online,
customers agree
that live service is
an important
component of the

experience.
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Trust and
collaboration are
the basis for
successful
personalization
in the online

grocery arena.

KEey LESsONS:
ErFecTIVE PERSONALIZATION
ReqQuIRes COLLABORATION

he key lesson from our research with

consumers is that personalization is not
something companies give to consumers,
it's something companies work with con-
sumers to achieve together, in some of the
following ways:

* Bridge the gap between desire and trust.
Consumers value information that empow-
ersthem to manage their households better.
Infact, most consumersarewilling to share
sensitive persona information in exchange
forvalue-addedinformationtargetedtovery
specific needs. But in reality there are few
providers that consumers trust to have the
expertise and the capabilities to deliver on
their promises.

 Collaboration is key to building trust.
Trust and collaboration are the basis for
successful personalizationintheonlinegro-
cery arena. Toolsthat hel p grocery shoppers
do abetter, more efficient job are welcome,
and expert advice on ways to enhance the
health and nutrition of households provides
real added valueto the experience. For now,
most grocery shoppers do not feel it neces-
sary to have someoneshop for them. Rather,
they prefer more personalized interactions
to enhance rather than replace their some-
times impersonal in-store experiences.

« Trusted agents needed to meet individual
needs. Some shoppers have very specific
needs such as alergies or medical condi-
tionsthat require specialized information to
help them manage effectively. Others seek
general advice on meeting health or nutri-
tiongoals. Ineither case, companieshavean

opportunity to become the consumer’s
trusted agent by helping them to obtain
information, products, and servicesto better
meet their unique needs.

* Break through the comfort of anonymity.
M ost shoppers, accustomedto large, imper-
sonal chain grocers, are reluctant to take
advantage of convenience-based services
likegrocery homedelivery and unwillingto
shareinformationwiththeir grocerswithout
astrong foundation of trust. For most people,
this trust is built on personal interactions
that allow them to get to know the people
working at the store. Companies must try to
reproduce the online equivalent of thiskind
of trust.

 Leverage channel strengths for an inte-
grated approach. Anintegrated, hybrid so-
Iution offers more value than either pure
online or in-store-only shopping. Marrying
in-store personal service with the interac-
tive capabilities of online tools that help
consumers access relevant information and
engage in information exchanges with live
expertsis a potentially powerful combina
tion. But such acombination requires busi-
nesses to strike a very delicate balance.

» Success requires a well-balanced ap-
proach. Strategiesfor creating moreperson-
alized experiences for shoppers are by no
means straightforward. Any successful ap-
proach requires a balanced measure of
effective technology, personal interaction,
and trust.

The next chapter will discuss the oppor-
tunities and risks that businesses face in
implementing successful personalization
strategies.

4
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CHAPTER 3

OppPORTUNITY AND Risk IN THE (D CHANNEL

n the online world, the most common benefit a consumer gets for sharing information

is “personalization,” or an online experience tailored particularly for that consumer. A

1999 Cyber Dialogue survey found that 29% of online adults have provided personal

information (for example, the names of stocks in their portfolios, zip codes, health issues,

or news and entertainment interests) to Web sites in order to create personalized Web

content. A survey conducted by the Personalization Consortium in March 2000 found

that 51% of Web users are willing to share information “to receive an online experience

truly personalized for me.”

Many industry leaders maintain that the
ability to personalize information, services,
products, and experiencesfor individual con-
sumersisthefuture of commerce. Moreover,
many would argue that the future is here
today, with the interactive capabilities of the
Internet, enormous databases of customer
information, and myriad applications for
managing different kinds of Learning Rela-
tionships with customers.

But consumershaveadifferent perspective.

As we discussed in previous chapters,
consumersarebecomingincreasingly skepti-
cal of companiesthat claimto offer “person-
alized” benefitsin exchangefor information.
Although many consumers are willing to
share information in exchange for value-
added benefits, others have been left cold by
superficial formletters, poorly targeted com-
munications, unwanted information from

unknown companies, and mediacoverage of
the many corporate “abuses’ of their per-
sonal information.

Thus, what seemed like awin-win propo-
sition for CD businessesjust over ayear ago
isreally much more complicated. It'sstill an
opportunity for many companies, but one
that requires significant investmentsin both
technical and human service components.
CD businesses need to work toward integra-
tion across information systems and cus-
tomer channels, collaboration with
consumers, and deeper understanding of con-
sumer needs and desires.

Indeed, companiesstill have many oppor-
tunities to pursue more personalized rela
tionships with customersin the CD channel,
but to be successful, they must manage the
risks effectively.
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TAKING ADVANTAGE
OF THE OPPORTUNITIES

he customer marketplace is coming full

circle—from the corner store of yester-
year to the industrialized mass market, and
now back to the high-tech version of the
corner store, enabled by the Internet and
database technologies. As companies enter
this new commercial environment, opportu-
nities abound for redefining the value ex-
change and forging new relationships with
customers.

Help Consumers
Cut Through the Clutter

Many companies err on the side of sending
messages too frequently, with the goal of
maintai ning aconstant flow of communica-
tion. Not a bad goal in itself, but when
companies send several messagesaday, for
instance, they overwhelm consumers and
push them into implementing management
strategies for reducing the clutter—that is,
deleting messages without reading them.
One consumer’s comment exemplified the
frustration many consumers have with the
volume of messages:

| dislike it. | don’t know. | get
25 e-mails a day just off of five
registrations. | find myself all
day going to my site, starting
at the top to the bottom, click
them all—delete.

—Novice CD shopper, male

Asconsumersreceivee-mails, faxes, and
paper mail more frequently from compa-
nies, they beginto view the content asintru-
sive, rather than valuable. Consumers we
surveyed considered communications that
arrive less frequently and concentrate on
their expressed interests the most valuable,
simply because these communications al-
low the consumersto focus on theinforma:
tion provided.

Deepen Knowledge of Consumer
Needs and Desires

Technology solutions such as campaign
management applications allow companies
to engage consumers in ongoing dialogs
about their needs, learn a little more about
the customer with each exchange, and re-
spond in avery targeted way. For example,
application developers such as Broadbase,
E.piphany, Revenio, Siebel, and Teradata
help companiesget the most from their data
stores of consumer information. Toolssuch
as Revenio Dialog's “ Traffic Cop” help to
manage the ongoing dialog between busi-
nesses and their customers, thereby allow-
ing for better personalization (see textbox
“Managing Communication Traffic").

Efforts such as limiting the number of
messages so the customer is not over-
whelmed by unwanted i nformation, or mak-
ing sure the company does not regquest the
same information twice, enable companies
to leverage the power of personalization to
deepen customer relationships rather than
put customers off.

16
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Managing Communication Traffic: Revenio Dialog

nline companies such as Flooz.com,

myTeam.com, and Lycos are using

Revenio’s software to set up electronic
dialogs that anticipate customers’ questions,
and engage customers in online discussions
that collect a bit of customer information with
each communication. Revenio developed a
scenario to illustrate how the software could
be adapted to help travel agencies deepen
their customer relationships (see Table 3-1).

This ongoing exchange enables the com-
pany to uncover the interests, needs, and
preferences of its customers. At appropriate
times (when a customer needs more assistance,
for example), the software can bump the dialog
to another communication channel, such as a
call center. Thus, these interactive exchanges
are managed as “conversations” that enable
companies to respond with highly personal-
ized communications.

Table 3-1

Planning a Cruise: “Booking-to-Embarkment” Dialog

Confirm Booking Through Customer’s Most Preferred Channel

The dialog is triggered when a customer books a cruise through the call center. An e-mail
confirms the arrangement. If the e-mail cannot be delivered, Revenio Dialog automatically
queues its letter shop and sends the confirmation by direct mail.

Customize Trip to Customer Preferences

Revenio Dialog automatically sends an e-mail, asking for customer preferences like dinner
times, and links the customer to the agency’s Web site, which offers a choice of excursions. If
the e-mail cannot be delivered, a phone call is placed to set up the itinerary.

Offer Unique Incentive Based on Customer Value
The travel agency sends repeat customers an offer for a free onboard show, using the informa-
tion about preferred dinner times to determine which show best fits the customer’s schedule.

Extract Additional Value

To increase profitability, the agency encourages customers to upgrade their cabins. Customers
most likely to upgrade are determined by a scoring model and sent a special offer. The cabin

upgrade is confirmed with a phone call.

Build Loyalty and Generate Repeat Business
After the cruise, the travel agency continues to nurture loyalty by asking for feedback on the
cruise experience and by personalizing communications to keep their cruise experience alive,

thus starting a new dialog with the customer.

Source: Revenio Inc., www.revenio.com, 2000.
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Build Value-Added
Learning Relationships

With personalization, companies can en-
hance the value exchange of the business-
consumer relationship. We are already
seeing new technology-enabled, informa
tion-based rel ationships emerging that help
businessesrespond directly to anindividual
consumer’s needs and preferences. One
consumer described how targeted informa:
tionand promotional samplesenhanced her
shopping experience and solidified her on-
going relationship with the company by
stimulating repeat purchases.

The company that | order from
sends me a monthly newslet-
ter and free samples. It’s very
cool. | enjoy that. So | buy
more stuff—it’s fun. | can’t wait
to get that every month!

—Advanced CD shopper,
married female, early 30s

MANAGING Risk EFFECTIVELY
Ithough new methods of personaliza
tion offer many opportunities, there are

also many risksin bridging the gap between
the old and the new worlds. In order to take
advantageof thepossibilitiesof gainingvaue-
added benefits, customers must engage in
more than a simple exchange of money for
goods and services. Whereas most consum-
ers are comfortable walking into a store,
sdlecting the productsthey want to purchase,
paying in cash, and never once having to
reveal who they areto anyone, new opportu-
nitiesfor personalization won't work if con-
sumers are unwilling to share information.
Companiesmust devel op adeep understand-

ing of the dynamics of information use and
exchange in order to implement successful
personalization strategies.

Use Information Appropriately

Fortunately, most consumers, especialy CD
shoppers, arewilling to shareinformation if
they receive something of value in return.
However, just asinrel ationshipswithfriends,
there are certain kinds of information that
areoff limitsinbusiness-consumer relation-
ships. One consumer commented that he is
willing to share almost anything about him-
self—aslong asit isn’t too personal.

... the virtual world is just a cor-
nucopia of stuff.... You might as
well take advantage of it all. ...
So any [information] that | can
give them to help me, as long
as | don't find it too personal |
guess, | don’t mind at all.

—Advanced CD shopper, single
male, early 40s

“Aslongas| don'tfindittoopersona” is
abig exception, however. When companies
ask for information that doesn’t appear to be
relevant to the inquiry or purchase being
made, consumers are likely to bristle—to
interpret the request as invasive and disre-
spectful. Oneonline shopper commented on
his frustration when a company would not
| et him compl etehisorder without giving his
home phone number.

| was ordering a book today,
in fact. And | have no qualms
about giving my work phone
number, but | skipped the blank
where they wanted my home

18
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phone number. And it (the or-
der form) flips to the next
screen and it says, “Oh, you’ve
left out your home phone num-
ber.” And | said, “No kidding.”
Well, you can’t buy the book
unless you give them your
home phone number.

—Advanced CD shopper,
married male with older
children, mid-50s

Such requests for information do more
damage than companies realize. Indeed,
companiesthat insist on collectinginforma-
tion a consumer isn't willing to share are
encouraging suspicious consumers to fal-
sify information. Since adatabaseisonly as
good astheinformationthat goesintoit, this

is counterproductive at best. In fact, survey
data indicate that a small number (7%) of
consumersare submitting falseinformation
to Web sites and stores to protect their
privacy (see Figure 3-1).

Welookedat different CD shopper groups
(seetextbox, “ Exclusive Categories of Con-
sumer Direct Shoppers’ on page 30) to ex-
plorepossi bledifferencesamong peoplewho
shop in the CD channel. We found that the
most sophisticated CD shoppers, including
Online+ and Grocery+ shoppers—those so-
phisticated, relatively affluent customersmost
companies are trying to attract—were much
more likely to have provided false informa
tion than non-CD and catal og/mail shoppers.
(About 12% of Online+ and 20% of Gro-
cery+ shoppers fasified their information.)

Figure 3-1

Some Actively Seek to Remain Anonymous
(Percent of consumers who have given false or incorrect
information to Web sites or stores in the last 12 months)

Percent
25

20

15

10

Total
Population

Non-CD Catalog/Mail Online + Grocery +

Source: Institute for the Future/Peppers and Rogers Group, Personalization:
Managing Opportunity and Risk in the Consumer Direct Channel, Interna-

tional Household Survey, 2000.
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Address Heightened
Privacy Concerns

The privacy issue is especialy hot in the
North Atlantic countriesbecausepeopleare
afraid the technological advances of the
digital revolution areeroding their privacy.
Indeed, the vast mgjority of U.S. residents
are concerned about their privacy, a con-
cern that has been increasing for the past
two decades. In a 1978 survey, 64% of
respondents were either “very concerned”
or “concerned” about such threats; by the
year 2000, more than 80% expressed such
fears (see Figure 3-2).

Privacy concernsarehigher for CD shop-
persthanfor non-CD shoppersintheUnited
States. Our survey shows 86% of CD shop-
pers are concerned about threats to their

privacy whileonly 76% of non-CD shoppers
are concerned (see Figure 3-3). Among CD
shopping groups, we don’t see much differ-
ence—concerns are high across the board,
ranging from 84% of the Online+ shoppers
to 87% of the Catalog/Mail shoppers.

Concerns May Be Leveling Off

While there seems to be plenty of concern
about threatsto privacy and reasonsfor con-
sumers to shy away from sharing informa-
tiononline, thenewsisnot all bad. Although
general concernsabout privacy havebeenon
theincrease for many years, acloser exami-
nation indicates that, as online experience
grows, privacy concernsseemto beleveling
off in the United States.

= Non-CD. Households that have
not made a remote purchase in any
CD channel in the last 12 months.

= Traditional Catalog/Mail. House-
holds that have shopped from cata-
logs, direct mail ads, newspaper/
magazine ads, television, radio, or
the yellow pages in the last 12
months. Excluded are those who
have also engaged in the more
sophisticated channels of online or
grocery delivery shopping.

Exclusive Categories of Consumer Direct Shoppers

= Online+. Households that have
shopped online inthe last 12 months,
excluding those households who use
a grocery delivery service. Most of
these households also use the tradi-
tional CD channels.

= Grocery+. Households that have
used some form of remote-order
home-delivery grocery service inthe
last 12 months. These households
also use other CD channels.

30
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Figure 3-2

Privacy Concerns Have Increased in the Past Two Decades
(Percent of U.S. residents who are “very concerned” or
“concerned” about threats to their personal privacy)

Percent
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Source: Louis Harris & Associates and Alan Westin, Privacy Surveys; Institute for
the Future/Peppers and Rogers Group, Personalization: Managing Opportunity and
Risk in the Consumer Direct Channel, International Household Survey, 2000.

Figure 3-3

CD Shoppers More Concerned About Privacy

(Percent of population that is “very concerned” or “concerned”
about threats to personal privacy)

Total

CD Shoppers

Non-CD Shoppers

I I I
0 20 40 60 80 100
Percent

Source: Institute for the Future/Peppers and Rogers Group, Personalization:
Managing Opportunity and Risk in the Consumer Direct Channel, International
Household Survey, 2000.
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Figure 3-4

Privacy Concerns May Be Leveling Off in the United States
(Percent of consumers “very concerned” and “concerned” about
threats to their personal privacy)

Percent
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Source: Louis Harris & Associates and Alan Westin, Privacy Surveys; Institute for the
Future/Peppers and Rogers Group, Personalization: Managing Opportunity and Risk in
the Consumer Direct Channel, International Household Survey, 2000.

Figure 3-5

Fear of Credit Card Fraud Decreases Dramatically with Experience
(Percent of Online+ shoppers saying that fear of providing credit card
information online is an extremely important reason for not shopping
online more frequently or at all, by purchases/year)

1-3 purchases |
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7-12 purchases

> 12 purchases
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Percent

Source: Institute for the Future/Peppers and Rogers Group, Personalization:
Managing Opportunity and Risk in the Consumer Direct Channel, International
Household Survey, 2000.

In the past few years, the number of
people fearing threats to their privacy has
declined dlightly. Although small, this de-
cline may indicate ageneral leveling off of
concern. Indeed, alarm about lossof privacy
intheUnited Statespeakedin 1996 at nearly
90% when the Internet was young, and de-
clined to 84% in 2000 (see Figure 3-4). As
more peopl e become morefamiliar withthe
Internet and the practices of online compa-
nies, privacy concerns may decline even
further. Thisis a good sign for online and
other CD businesses.

Experience in the CD Channel
Quells Fears

Experience online—and with other forms of
remote shopping such ascatal ogs—seemsto
quell oneof thebiggest fearsof CD shoppers:
credit card fraud. We asked consumersinthe
United States why they don't shop online
moreoftenor atall. Themajor reasonfor 53%
of the population is that they are afraid to
providetheir credit card numbersonline, but
the percentage goes down significantly for
those who shop online most frequently (see
Figure 3-5). While nearly haf of al infre-
quent Onlinet shoppers cited fear of credit
card fraud as an extremely important reason
for not shoppingonlinemoreoften, only 14%
of frequent Online+ shoppers did.

Not All Information Is Equal

Not al kinds of persona information are
equal. Somearefar moresensitivein nature,
and the types of information considered
persona or sensitive often vary by indi-
vidual. However, most peoplein the United
Statesagreethat financial information, medi-
cal and health information, and especialy
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their Social Security Numbersaresensitive

(see Table 3-2).

Table 3-2

Sensitive Information

(Percent of online users “always” or
“usually” comfortable providing ... to
Web sites)

Consumers Are Sensitive to the
Information Hierarchy

Focus group participantsranked their com-
fortlevelsinsharingthesedifferent kindsof
information with companies, The analysis ~ Very Sensitive

of these rankings reveal a hierarchy of in- Social Security Number

formation consumers are willing to share ~ Credit card

(see Table 3-3 on page 34). At the early Phone number 11
stages of a relationship (evident in Tier 1 Income 17
and Tier 2), consumers prefer to remain Medical information 18

anonymous. Asaconsumer decidestomake
a purchase from a company, he or she is Hit or Miss

willingtosharemoreinformation asdeemed Postal address 44
appropriate. Most shoppers are willing to Full name 54
share information with trusted companies Computer information 63
at early stages of the relationship, if the Age 69

information request is limited to demo-

graphicor categorical informationand does Comfort Zone

not require them to reveal their identities. E-mail address 76
Favorite snack 80

CD Companies Are Favorite TV show 82

Not Among the Trusted Elite

. L . Source: AT&T Labs-Research, Beyond Concern:
Consumer comfort in providing informa Understanding Net Users’ Attitudes About Online

tionto companiesvariesby industry. L ouis Privacy, Technical Report TR99.4.3.
Harrisand IBM conducted asurvey of con-
sumers in the United States, as well as
Germany and the United Kingdom, which
asked consumershow much confidencethey
had in different types of companies and
organizations that collect information to
provide productsor services. Banks, which
deal with some of the most sensitiveinfor-
mation, earned the highest levels of trust,
with 33% of respondents saying they were
“very confident” that banks handled their
personal information properly (see Figure
3-6 on page 35). In the United States, this
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Table 3-3
The Information Hierarchy

Tier 1: Remain Anonymous

Consumers are willing to share information that does not reveal their identities. This type

of information includes favorite snack, TV show, or hobbies. Some mentioned they would
share their name, but only the first name, since a last name might mean companies could
track them down and contact them.

Tier 2: Share Categorical Information

Consumers are willing to share demographic or categorical information, such as age or
job title. Some were willing to share information that helped the company classify them,
without giving the company the ability to identify them as individuals. For example, they
might share their zip code, but not their phone number.

Tier 3: Share Relevant Purchase Information

Many consumers placed qualifications on when they would be willing to share more
personal information. For example, when they were about to make a purchase, most were
willing to share information relevant to the purchase like address or phone number, in
case of a problem with the order.

Tier 4: Not Willing to Share at All

The Social Security Number is the piece of information consumers are least willing to
share; they do not perceive it as being relevant to a purchase. If the Social Security
Number fell into the wrong hands, many consumers fear they could become victims of
identity theft.

Source: Institute for the Future/Peppers and Rogers Group, Personalization: Managing Opportunity and Risk in the
Consumer Direct Channel, Focus Groups with CD Shoppers, January 2001.
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probably reflectsthegreat trust placedinthe
cash and checking systemsand the astound-
ing accuracy of these systems backed by
guarantees of the Federal Reserve.

In contrast, health insurers and credit
card companies have dramatically lower
confidence ratings, 18% and 13% respec-
tively. CD companies have a challenge to
overcome—catalog and online retailers
comein at the bottom of the list, with only
9% and 3%, respectively, having confi-
dence in them. Worse yet, a cynical 30%
said they are “not at al” confident with
online retailers! The extremely low rating
for online retailers may reflect the newness
of the market and the remoteness of its
interactions, but thefact that thetwo biggest
CD channelslanded at the bottom of thelist
emphasizestheimportancetothe CD indus-
try of addressing privacy concerns.

CONCLUSION:
Privacy CoNcerNs ARE MAJOR
Roabp BLocks

Ithough technology solutions open the

door for new kinds of opportunities to
createmorepersonalizedrelationshipsinnew
channels, consumer concernsabout how per-
sonal informationwill beused continueto be
amgor barrier. Indeed, privacy and trust
issueswill continueto plague CD businesses
until they tackle the problem head on.

If thesecompaniesdon’t act ontheir own
initiative, government regulators may step
in and require compliance from all compa-
niesdealingwith customerinformation. The
next chapter exploresthepublic debateover
privacy protection and discusses the wide
range of regulatory approaches in effect
across the North Atlantic region.

Figure 3-6

Consumers Have High Confidence in Banks; Little Confidence
in CD Companies

(Percent who are “very confident” that ... handle their personal
information properly and confidentially)

Banks

Health care providers

Large department stores

Health insurance companies

Credit card companies

Catalog companies

Online retailers/service providers

0 5 10 15 20 25 30 35
Percent

Source: Louis Harris & Associates, IBM Multi-National Consumer Privacy Survey,
November 1999.
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CHAPTER 4

ProteCTING CONSUMERS” PRIVACY:

RecuLATORY REsPONSES IN THE UNITED STATES AND EUROPE

Many believe that personalization is the CD channel’s most powerful marketing

feature. In orderto reap its benefits, however, as well as survive into the future, companies

must be able to respond to consumers’ growing concerns about the privacy of their

personal information.

Asnew mediafor interacting and conduct-
ing transactions with shoppers proliferate, a
monoalithic infrastructureis emerging that al-
lows the seaml ess flow and ubiquitous avail-
ability of information on a global network.
Indeed, the Internet has introduced a new
dimension to the ongoing discussions about
privacy. That new dimension hasimplications
for the continued growth of newer CD chan-
nelsaswell asthevitality of more established
CD players such as catalog and direct mail
companies. As the CD market continues to
evolve, growth opportunities for companies
will becomeless bounded by the need to have
a physical global presence, but disparities
across regulatory requirements in different
countriesrestrictstheir ability to utilizeinfor-
mation consistently across national borders.
Many arguethat the profit-making opportuni-
tiesfor CD companiesdepend ontheir ability
to gather, process, and utilize information
effectively and efficiently. In that case, the
extensiveinformationinfrastructureisthelife
support system of the CD channel.

Therein liesthe crux of theissue for regu-
lators—what roledoesthegovernment play in
creating abal ance between protecting the pri-
vacy of individuals and supporting the evolu-
tion of an increasingly global digital
marketplace?| nfact, thereisawhol espectrum
of regulatory responses, national and interna
tional, attempting to tackle this issue. Pro-
posed solutions range from industry
sdlf-regulation to government-imposed regu-
latory guidelines.

THE CHALLENGE OF REGULATING A
GLoBAL MARKETPLACE

S ince there is no way (yet) to control and
guarantee the security of personal infor-
mation, discussion at the regulatory level
revolves around guidelines, best practices,
and minimum standards more than liability
and enforcement. The existing foundation of
privacy protection regul ation addresses, first
and foremost, threats to personal privacy
posed by governments. But aspersonal infor-
mationbecomesthelifebl ood of moderncom-
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merce, the need to extend privacy protec-
tions to the private sector becomes para-
mount. Regulators must address the
challenge of balancing the commercial op-
portunitiesin the networked global market-
place against real threats to consumer
privacy. It is not a surprise that the regula-
tory responses to threats against consumer
privacy have been varied, as they reflect a
wide spectrum of diverse cultural values,
political processes, and commercia inter-
ests across the North Atlantic.

Figure 4-1

The United States Takes a Bottom-Up Approach

Consumers

Media

Legal Action

State-Level Activity

International Pressure

Source: Institute for the Future

Industry Interests

Federal Gov't.

U.S. AprProACH: Bottom-Up

n addressing growing concerns about in-

formation privacy, abuses, andviolations,
the U.S. government uses a sectoral ap-
proach that relies on a combination of gov-
ernment regulation, legislation, and
self-regulation (see Figure 4-1). The Fed-
eral Trade Commission (FTC) is respon-
siblefor organizingthefederal government’s
efforttocreateamorecomprehensiveonline
privacy policy. The FTC has turned to the
policieson broader privacy issues presented
inthe Department of Health, Education, and
Welfare (HEW) report Records, Comput-
ers, and the Rights of Citizens, released in
1971. These policies, which define the eth-
icsof fair information practicesfor govern-
ment useof data, havebecomethefoundation
for discussions of privacy protectionin the
private sector aswell. They include:

« Notice. Datacollectors must disclose their
information practices before collecting per-
sonal information from consumers.

« Choice. Consumers must be given options
with respect to whether and how personal
information collected from them may be
used for purposes beyond those for which
the information was originally provided.

 Access. Consumers should be ableto view
and contest the accuracy and compl eteness
of data collected about them.

« Security. Datacollectorsmust takereason-
able steps to ensure that information col-
lectedfrom consumersisaccurateand secure
from unauthorized use.
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Ingeneral, thegovernment hasbeen hesi-
tant to pass new regulations, and has, for the
most part, supported industry self-regula-
tion, which aims to have businessesimple-
ment processes in line with the fair
information practices outlined by the FTC,
without governmental intervention. How-
ever, inthewakeof several well-publicized,
major privacy violations involving high-
profile players in the New Economy, in-
cluding RealNetworks, Toysmart, and
Netscape, and public outcry over threatsto
personal privacy, support for some form of
national legidation has mounted.

In the last year, as a result of growing
consumer mistrust, companies responsible
for leading self-regulatory efforts, such as
Amazonand DoubleClick, havebeenclosely
scrutinized. Thishasled to swarms of nega-
tive publicity about seemingly harmless,
routine business activities (aprivacy policy
updateand proposed new serviceannounce-
ment, respectively) as opposed to actual
violations. Perhaps in response to this gen-
eral atmosphere of mistrust, many industry
leaders such as Hewlett-Packard, Intel, and
AmericaOnlinehaveshifted courseinfavor
of using national legidlation to set minimum
standards of privacy protection, while in-
dustry consortia and groups like the U.S.
Chamber of Commerce and Direct Market-
ing Association remain strongly opposed to
any federal online privacy legislation. Add
to thismix of competing interests numerous
stateinitiatives and pressures from privacy
advocacy groups and trading partners, and
the complexity and momentum behind this
issue become obvious.

Current State of Affairs

For the most part, the foundation of privacy
protection in the United States is built on
laws and court rulings from the predigital
age. More recently, at both the federal and
statelevels, legisatorshavefocused on spe-
cific cases of abuse rather than comprehen-
sive legislation addressing consumers’
privacy concerns.

Federal Legislation

There are a number of federal laws on the
books that touch on the issue of privacy
regulation (see textbox, “Current Laws...”
on page 40). Butingeneral, theselawshave
been enacted to cover specific aspects of
privacy law asthey arise, asinthecaseof the
Right to Financial Privacy Act (RFPA),
whichtargetsthefinancial industry. Most of
these laws were enacted more than two
decades ago, before the digital revolution.

As new issues emerge in the digital
economy, we are witnessing more of the
same—federal | egidation on specific aspects
of the privacy issue. The U.S. Congress has
passed the Children’ sOnlinePrivacy Protec-
tion Act (COPPA), the Health Information
Portability Act (HIPA), and the Gramm-
Leach-Bliley Act (GLB), governing the use
of information by financial ingtitutions. Al-
though numerous other bills and initiatives
havebeen introduced at thefederal level, the
only billsthat seemtowork their way through
the law-making process are those that deal
with specific issues of abuse.
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Current Laws Shaping U.S. Privacy Policies

= Fair CreditReporting Actof 1970 (FCRA).
The FCRA broadly regulates the consumer
reporting agencies in the interest of protect-
ing the confidentiality and privacy rights of
the consumer. The FCRA requires credit
investigations and reporting agencies to
make their records available to the subjects
of the records, provides procedures for
correcting information, and permits disclo-
sure only to authorized customers.

= The Privacy Act of 1974. This act requires
federal agencies to adopt minimum stan-
dards for collecting and processing per-
sonal information, and to publish detailed
descriptions of these procedures. It also
limits making such records available to
other public and private agencies or par-
ties and requires agencies to make records
on individuals available to those individu-
als upon request, subject to certain condi-

tions and exclusions. The act was last
amended in 1989.

= The Right to Financial Privacy Act of
1978 (RFPA). The RFPA provides some
confidentiality regarding financial records
of bank depositors by governing the trans-
fer of financial records. The RFPA attempts
to strike a balance between the privacy
interests of consumers and the interests of
law enforcement officials. Generally, banks
are prohibited from disclosing client pay-
ment information to the government without
a court order.

= The Electronic Communications Privacy
Act 1986 (ECPA). The ECPA extends the
coverage of Title lll of the Omnibus Crime
Control and Safe Street Act (commonly
known as the Wiretap Act) to new forms of
voice, data, and video communications.
These include cellular phones, electronic
mail, computer transmissions, and voice
and display pagers. This act makes illegal
the interception and use of private data
transmissions.
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State Legislation

State governments have been quicker to
respond with legislation addressing con-
sumer concernsabout privacy. Infact, most
of the experimentation with different regu-
latory approachesto the privacy issuetakes
place at the state level. Indeed, the states
often set the national legidative agenda,
especialy large states such as California,
Michigan, New Y ork, and Texas.

In 1998 alone, state governments intro-
duced 2,367 consumer privacy hills, and
morethan 700 were enacted into law. How-
ever, state legidation also has dealt with
specific online privacy issues, such as pro-
hibiting business from refusing service to
consumerswho do not want to provide per-
sonal information. Drafting effectiveonline
privacy protection legidation at the state
level is extremely challenging given the
borderless nature of the Internet. As at the
federal level, state governments have so far
avoided broad, comprehensive privacy leg-
idation. But as state legidation regarding
consumer privacy protection proliferates,
the federal government comes under pres-
sure to harmonize the disparate state laws.

Privacy Protection Through
Legal Recourse

Without comprehensive laws governing the
protection of an individua’s privacy, U.S.
consumers have only the judicial system to
remedy violations. Currently, there are two
formsof actionacompany accused of violat-
ingconsumers' privacy might encounter. Firgt,
the FTC might investigate and file a com-
plaint asitdidinthe caseof Toysmart, which
was accused of violating its stated privacy
policy by auctioning its customer databases

as an asset during bankruptcy proceedings.
Or, second, companies could face a class
action lawsuit filed on behalf of consumers
seeking remuneration for damages incurred
asaresult of privacy violations.

For example, in 1999, Minnesotaand 38
other states sued U.S. Bancorp on behalf of
consumersenraged over thecompany’ sprac-
tice of sharing customer account informa-
tion with third parties. Consumers argued
that U.S. Bancorp sold their information to
companieslikeMemberWorks, atel emarketer
of nonfinancial productsand services, which
billed them for goods they never ordered.
U.S. Bancorp settled these suits by paying
over $6 million in consumer restitution and
monetary damages, and agreeing to stop the
practice of sharing customer information
with third parties.

Similarly, the class-action suit filed
against RealNetworks in November 1999
was the first to target an online player and
cast the spotlight on threats to peopl€e’ s pri-
vacy inthe networked world of the Internet.
In this case, RealNetworks was accused of
violating customers' privacy when it was
revealed that its Real Jukebox software was
covertly collecting information about its
users. The software alows users to down-
load and play MP3 files from the Internet,
convert regular music from CDsinto digital
files, build personalized playlists, and trans-
fer music to portable devices. However,
most users were not aware that the
Real Jukebox softwareal sotransmitted daily
updates to Real Networks about their musi-
cal preferences and listening habits. At the
time, this practice of collecting information
was not disclosed in the company’ s privacy
policy. Since then, numerous other online
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companies have come under attack by state
attorneys general for actions outside the
scope of stated privacy policiesor for using
tracking technologies such as cookies or
Web bugs.

Although some might argue that the ju-
dicial systemin the United States provides
adequaterecoursefor consumersintheevent
of aprivacy violation, others maintain that
individual srisk further exposureand loss of
privacy inpursuing legal action, sincemuch
of their personal information becomes part
of the public record. For instance, in acase
whereaman’' sHIV + statuswasimproperly
disclosed to hisex-wife by aLong’s Drug-
store pharmacist, he opted to settle his suit
out of court rather thanrisk further exposure
through the court record and media cover-
age of the case.

What’s Next on the
U.S. Legislative Agenda

Asthenew presidential administration settles
into office, and the dot.com economy con-
tinues its downdlide, many believe that pri-
vacy legidlationwill sit ontheback burnerin
thenear term. Currently, the 107th Congress
is scheduled to address numerous bills on
the topic (see Table 4-1). However, many
expertsdo not believethat the proposed bills
will make their way through the legidative
processin the near future.

Some privacy experts anticipate more
piecemeal legislation to emerge eventually,
addressing such privacy hot-button issues
as“spam,” customer profiling, and the sale
of Social Security numbers. Moreover, bot-
tom-up forces, including high level s of con-
sumer concern, increasing state legidative

Table 4-1

A Few of the Online Privacy Bills in the 107th Congress

Online Privacy Protection Act of 2001

(HR 89)

Requires the FTC to create regulations to protect the

privacy of personal information. Sponsor: Rep. Rodney P.
Frelinghuysen (R-NJ)

Electronic Privacy Protection Act
(HR 112)

Consumer Internet Privacy Enhancement Act
(HR 237)
Consumer Online Privacy and Disclosure Act

(HR 347)

Privacy Commission Act
(HR 583)

Source: Electronic Privacy Information Center

Prohibits the making, sale or use of an information-collection
device without proper labeling or notice and consent.
Sponsor: Rep. Rush D. Holt (D-NJ)

Protects the privacy of consumers who use the Internet.
Sponsor: Rep. Anna G. Eshoo (D-CA)

Requires the FTC to create regulations to protect the privacy
of personal information collected from and about individuals
on the Internet. Sponsor: Rep. Gene Green (D-TX)

Establishes the Commission for the Comprehensive Study of
Privacy Protection. Sponsor: Rep. Asa Hutchinson (R-AK)
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activity, high-profile cases of industry pri-
vacy violations, pressure from European
trading partners, and concessions by indus-
try leaders, indicate the potential for reach-
ing consensus in support of national
legidlation setting standards for aminimum
level of consumer privacy protection.

EurorPEAN APPROACH: Tor-DownN

n 1981, following the Organisation for

Economic Co-Operation and Develop-
ment’s (OECD) publication of guidelines
concerning personal datacollectionand man-
agement, the Council of Europe convention
established basic principlesfor the process-
ing of such data. During the 1980s, many
countriesin Europe adopted their own data
protection laws, each varying in scope and
strength.

In order to harmonize the various na-
tional laws, the Commission of the Euro-
pean Union proposedtheEU DataProtection
Directive. Its goals are to ensure that all
member states concurrently promote com-
merce among them and protect privacy by
restricting the transfer of personal informa-
tion. After much discussion, the directive
was passed in 1995 and went into effect in
October 1998. Each of the 15 member states
is required to enact national policy that
follows the provisions of the directive. The
directive establishes basic minimum rules
for privacy but allows member states some
autonomy to customize national laws (see
Figure 4-2).

A Consumer’s Right to Privacy

AsintheUnited States, thebasic rulesof the
directive draw on a common core of basic
principles regarding privacy protection.

However, thenotion of anindividual’ sright
to privacy is much stronger in Europe, and
thisisreflectedinthe EU’ sinterpretation of
the basic privacy principles. The directive
asserts that:

Member states shall protect the fun-
damental rights and freedoms of per-
sons, and in particular their right to
privacy with respect tothe processing
of personal data.

The EU interpretation of the core prin-
ciples of privacy protection defines certain
consumer rightsand requiresan administra-
tive body to oversee data collection and
processing activities. Guidelines in the di-
rective include:

» Data should be collected by data control-
lers for a specific purpose; it can only be
used for this purpose, and it should be accu-
rate, relevant, and up to date.

Figure 4-2
The European Top-Down Approach

European
Directive

National Data
Protection Laws

Industry Compliance

Consumers

Source: Institute for the Future
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This view of an
individual’s
fundamental
right to privacy
sets a much
higher standard
for consumer
privacy
protection in

Europe than in

the United States.

* Subjectsof the datacollection havearight
to access the data, and have aright to have
incorrect data corrected.

« Data subjects are entitled to be informed
about the identity and purpose of data con-
trollers, and have a right to object to the
processing of their personal data.

 Each country will have an independent
data supervisory authority to enforce the
rules and to register the activities of data
controllers.

Thisview of anindividual’ sfundamental
right to privacy setsamuch higher standard
for consumer privacy protection in Europe
than in the United States. In fact, the direc-
tive requires that the transfer of personal
data from the EU to a non-EU country can
take placeonly if thereis* adequate protec-
tion” of that data. There are some excep-
tions: for example, if the data subject has
consented, if the transfer is necessary for a
contract, and if the transfer is necessary to
protect the interests of the data subject. The
EU considers most non-EU countries, such
as Switzerland and Hungary, which have
someform of national dataprotectionlawin
place, to have adequate protection. The
United States, which currently has no
national legidationprotectinganindividua’s
privacy, falsinto this category.

Data Streams Protected
by EU Directive

According to the EU, the directive may be
used to block the flow of personal informa-
tionfrom Europeto countriesthat donot have
adequate protection. Protected data flows

include online and offline data transfers, hu-
man resource records, customer directories,
and other dataintegral to business processes.

In effect, this restriction would mean
that businesses from countries that fail to
meet the directive's adequate protection
standard would not be allowed to collect
information about European citizens. This
would affect any company, most notably
CD companies, that collect personal data.
Multinational corporations will have an
especialy difficult time, since even basic
data about their overseas employees and
customers would not be transferable to
officesin acountry that does not meet the
adequate protection requirement.

Moreover, European companies operat-
ing in the U.S. may be at a potential disad-
vantagetotheir U.S. competitorssincethey
aresubject to thetermsof thedirective. For
instance, Royal Ahold—a Dutch grocery
retailer which operates over 1,000 super-
markets in the United States and owns a
majority stakeinthe onlinegrocery retailer,
Peapod—is subject to the EU’ sdata protec-
tion requirements. This puts Ahold's U.S.
operations at a disadvantage as they com-
pete against U.S. retailers (such as Wal-
Mart) that rely heavily on customer
informationtogainacompetitiveadvantage
in the marketplace.

A good exampl e of what can come out of
the conflict between different international
approachesto privacy protectionisthelaw-
suit the Swedish government filed against
American Airlines. In 1995, the Swedish
government ordered American Airlines to
remove all health and medical data about
Swedish passengers, including specia di-
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etary needs, from their Sabre reservation
system. Although the information was held
by Sabreinthe United States and seemed to
beintheinterest of the consumer, the Swed-
ish courts ruled against American Airlines.

In an effort to protect trade with the EU
(which the White House estimates to be
$120 billion ayear), the United States pro-
posed a “Safe Harbor” agreement—a vol-
untary agreement by companiesthat operate
in Europe to collect and maintain personal
dataof Europeansaccordingtothe EU rules
(see textbox, “Taking Refuge...” on page
46). After two years of talks, the EU Com-
mission accepted the Safe Harbor agree-
ment, which became effectivein November
2000. However, the EU still maintains that
the United States needs some form of
national legislation to ensure the enforce-
ability of the Safe Harbor terms.

The Impact on Consumer Direct:
Limited, For Now

The data protection standards set by the EU
will undoubtedly have major repercussions
for the data privacy policies of businesses
operatinginthe EU. No company buildinga
seriousglobal presence—onlineor offline—
can ignore the $7 trillion European market.
Even on the other side of the regulatory
spectrum, in the United States, where the
government hasbacked businessself-regula
tion efforts, there seemsto be some potential
for the interested playersto reach consensus
on some form of national legidation setting
minimum standards for privacy protection.
But how will data protection impact the
CD channel? In the short term, expect the
impact to be limited. Magjor challenges in

interpreting differencesacrossinternational
data protection laws, and conflicting opin-
ions on the actual cost of compliance to
businesses will minimize the immediate
impact on CD companies.

The Challenge of Interpretation

Fortunately for CD companies targeting the
European market, actual litigation like the
Swedish casewith American Airlinesisrare.
The EU has not yet drictly enforced the
directive even within its own borders. In
general, theissue of interpretation remainsa
challenge not only between the EU and the
United States, but on aglobal level aswell.
An IFTF workshop with experts on privacy
regulationin Europehighlighted ambiguities
inthelaw andthedifficultiesinapplyingitto
business practices. Across different coun-
triesandindustries, key wordsand phrasesat
the heart of the directive, such as “personal
data,” “consent,” “specified purpose,” and
“access,” are subject to different interpreta-
tions, making enforcement, especialy inthe
onlineworld, nearly impossible.

For instance, some regulators maintain
that the busi ness objective of keepingagood
relationship with acustomer is not necessar-
ily a specified purpose as defined by the
directive. The law requires that abusiness's
specified purposefor datacollectionand pro-
cessing be made clear to the consumer, not
only specifying the benefits the consumer
receivesin exchangefor theinformation, but
alsoregarding how the company plansto use
theinformation initsinternal business prac-
tices or with its partners and suppliers.

Most companies provide clear informa-
tion on the benefits consumers get in ex-
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Taking Refuge in Safe Harbor

Under the terms of the Safe Harbor agreement, companies must abide by the
following key privacy principles:
= Notice. Consumers must be informed of what information is being collected.

= Choice. Consumers must be able to stop the use of that information.

= Onward transfer. Information can be forwarded to a third party only if the third
party agrees to comply with the notice and choice requirements.

= Security. Measures must be taken to make sure data is secure.

= Data integrity. A company can use the data only for the intended purpose and
must ensure that the data is accurate, complete, and current.

= Access. Consumers must have the ability to view the data collected about them.
= Enforcement. There must be processes in place to resolve disputes.

Companies engaged in trans-Atlantic data exchange with EU member states
must apply for Safe Harbor status and membership in the U.S. Department of
Commerce’s registry of self-regulating companies in order to satisfy the adequate
protection requirement under the EU Directive. Businesses that comply with the
terms of the Safe Harbor agreement must (1) agree to be monitored by U.S. federal
agencies, (2) join a self-regulating body, monitored by the FTC, and (3) report to
a data-protection authority in Europe.

As an alternative to Safe Harbor, companies may opt to enter into a data
contract that will govern information use. In January 2001, the EU released its latest
draft of model contract provisions to be used by U.S. organizations as an
alternative to compliance with the EU Directive on Data Protection. The U.S.
government voiced its objections to the standard contract clauses proposed by the

EU and continues to negotiate the terms that U.S. companies will have to meet.
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change for their information, as within the
context of a loyalty program, but there is
seldom disclosure on how businesses plan
to use the information for profiling, data
sharing with partners, and other business
practices. Though regulators have taken a
flexible approach to interpreting the law,
business practices such as loyalty pro-
grams—cornerstones in many corporate
marketing and customer retention strate-
gies—can be an example of unfair data
collection under the law if consumers are
not adequately informed of the different
uses of their private information.

This ambiguity concerning key compo-
nents of the directive is complicated by the
diversity of practices allowed in countries
outside the EU. For example, Switzerland,
which is not an EU member but has been
designated as having adequate data protec-
tions in place, does not require the same
level of explicit consent for specified pur-
poses. Rather, businessesthat obtainaSwiss
customer’s consent to collect information
arefreeto usetheinformation for customer
relationshipbuilding activitiesaslong asthe
company does not sall the collected data.

Similarly, Canada’s Personal Informa-
tion Protection and Electronic Documents
Act wasdesigned to meet EU privacy stan-
dards. However, it stops short of requiring
adequate protection from trading partners
because of the economic repercussions of
itstrade with the United States. Therefore,
companies from other countries that are
collecting information or sending unsolic-
ited e-mails from outside Canada are not
subj ect to Canadian enforcement. Without
international standards for data collection

and processing, conflicting interpretations
of the basic principles of privacy protec-
tion will make enforcement of the laws
very difficult in an increasingly global
marketplace.

The Cost of Compliance

There is much debate over what the cost of
complying with governmental restrictions
on data use may be. A recent industry-
sponsored study, The Impact of Data
Restrictions on Consumer Distance Shop-
ping, released by the Information Services
Executive Council, paints a bleak picture
for catalog and Internet merchantswhorely
heavily on customer information asan inte-
gral component of their business models.
Thestudy estimatesthat restrictionson data
usecouldincreasethetotal costsof conduct-
ing business in CD channels dramatically.
Specifically, the study evaluated potential
costsfor catalogand onlineapparel retailers
and forecasted cost increases between 3.5%
and 11%. Researchers assert that these cost
increaseswouldresultina$l billion“infor-
mation tax,” asretailers pass on the burden
of rising costs to consumers.

Ontheflip side of the cain, if nothing is
done to regulate the use of consumers’ pri-
vatedata, arecent study rel eased by Forrester
Research estimated that I nternet businesses
couldloseover $12.2 billionin annual sales
due to consumers privacy concerns. Not
surprisingly, proponentsof fair information
practices and permission-based marketing
techniques are more optimistic about the
potential costs associated with compliance.
Many believe that initial investments in
information systems and privacy-enhanc-
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ing technologies to bring companies into
compliance will result in more sustainable,
long-term customer rel ationships. Advocates
argue that increased loyalty from a
company’s most valuable customers will
generate return on these initial investments
and pay off in the long run.

In fact, many argue that compliance will
become a competitive advantage in the mar-
ketplace. CompaniessuchasHewl ett-Packard
are supporting legidation to set minimum
standards for privacy protections and have
adjusted their own privacy policiesand prac-
tices out of “enlightened sdlf-interest” or
rather, as an effort to protect their customer
relationships. Others argue that as customer
data rises in relative vaue as a company
asset, companies will be better served by
protecting the security of this data. In this
way, acompany and its customers share the
desire to protect the customer’s privacy.

Many expect that as consumers become
more aware of their privacy options, com-
pliant companieswill begin to market their
dataprotection practicesasameansof build-
ing and reinforcing consumer trust.

CONCLUSION:
IN A REcuLATED WORLD,
ConNsuMERs WiLL BE THE ENFORCERS

veninaregulated environment, policing
data protection violations will be ex-
tremely difficult as globalization continues
and personal information flowswell beyond

the boundaries of the North Atlantic. With-
out international standards, even though
countries have privacy laws in place, the
actual impact of such regulations may vary
significantly across national borders. New
laws have given the data protection authori-
tiesin the EU and Canada more real power
(for exampl e, power toissueinjunctionsand
halt data processing), but so far they have
used their powers in very limited ways.
Most are opting instead to work with indus-
tries and partners to develop solutions for
working within the guidelines of the law.

In the end, most experts concede that in
practice, governments do not have the abil-
ity to track businesses' use of information,
especialy inanincreasingly global market-
place. However, a regulated environment
will place pressure on businesses to con-
form to minimum standards such as obtain-
ing consent from consumers to use their
information, and providing consumerswith
accesstotheir information profiles. Indeed,
permission-based marketing practices may
becomethe cost of entry for participatingin
global commerce. Some experts anticipate
that regardlessof theregulatory framework,
only the most egregious privacy violations
will beprosecuted. Ultimately, enforcement
power will reside with consumers. A regu-
lated environment empowers consumersto
seek recourse if they fed that businesses
have abused their personal information or
invaded their privacy.
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MANAGING THE OPPORTUNITIES AND Risks OF PERSONALIZATION:
Kty BusINEss STRATEGIES

“ . . . \ . .
Companies will understand the value of the information and will never compromise the cusfomer

information if they freat it as a valuable asset.

— Executive for drrect markefing technology company

n this increasingly complex world, information fuels economic growth and creates new
opportunities for businesses. The ability to balance the appropriate use of new
technologies and personal service, manage the flow of information, provide a secure
marketplace, and protect consumer privacy will be critical components of success. As
information flows across global networks, there is an increasing threat of abuse, as well
as growing consumer awareness of how their personal information is used and what
value it has in the marketplace. Regulatory frameworks will emerge to protect consumers

against privacy violations and also provide them a method of recourse.
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In a competitive market, where a
company’ smost valuable assets areits cus-
tomers, building and maintaining trusted
relationshipsisimperative. Companiesthat
rely on information in building these
Learning Relationships must address con-
sumer privacy concerns, or risk their most
valuable asset.

Key strategies for successinclude:

» Prepare for technological change.

e Create mutually beneficial Learning
Relationships with customers.

« Utilizeinformationtomeetindividual
needs.

« Create an organizational structure to
support data compliance.

e Leverage technology to enhance
privacy protection.

* Give consumers control over their
information.

PRrePARE FOR TECHNOLOGICAL
CHANGE

O ne of the greatest challenges facing
businesses and regulators is the pace of
technological change. In a relatively short
time, the Internet has transformed informa-
tion into a free-flowing river easily acces-
sible to virtually anyone with a modem and
computer. Moreover, technology devel opers
are creating new types of information, new
devicesfor collecting information, and new
ways to make information profitable. Given
this rapid pace of technological develop-
ment, no one is quite sure how to control—
much less protect against—misuse.

Create Flexible Approaches
to Data Protection

Privacy isastrategicissuefor organizations
acrossawidespectrumof industries. Invest-
ing in understanding how new information
can beused, and the privacy implications of
its use, will be critical for companies who
leverage data compliance as an asset. Towin
thetrust of consumers, companies must work
with industry associations to agree to higher
standardsthan the minimum set by regulators.

Integrate Privacy Protection
Functions into Technology Design
and Implementation

Companies must consider the implications
of new technologies on customer privacy
before implementing them. Aswe moveto
a more regulated environment, integrating
privacy functions into new technology de-
signs will be critical for meeting privacy
protection standards. Asconsumersbecome
aware of options for privacy protection,
they will look for companies that provide
them control over theflow of their informa-
tion. Businesses will do well to use tech-
nol ogiesthat empower consumersto control
their own information so they can negotiate
access to benefits or products and services.

CREATE MUTUALLY BENEFICIAL
LEARNING RELATIONSHIPS
wITH CUSTOMERS

echnology now enables companies to
leverage consumer data and provide a
much higher level of service, includinginfor-
mation, products, and servicestailored to an
individual’ sspecific needs. However, to cre-
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atean ongoing, trusted relationshipwith cus-
tomers, companies must be ableto articulate
aclear valueexchangesothat consumerswill
choose to share their information.

Getting Consumer Consent
Reinforces the Value Exchange

Consumers do not want their private time
invaded by people they don’t know, espe-
cialy for thingsthey don’t want. They want
tobecertainthat if their informationisused,
it will bein their own interests. As compa-
nies look to build profitable customer rela-
tionships, informing customers about how
theirinformationwill beused and obtaining
their consent becomes auseful tool in mak-
ing the value exchange explicit.

Invest in Deepening
Customer Relationships

Building, maintaining, and deepening cus-
tomer relationships require substantial in-
vestment in devel oping the right bal ance of
cost-saving technology solutions and high-
value, high-cost personal service. Although
the Internet has opened up many more op-
tions for providing consumers access to
servicesat incrediblecost savings, it hasnot
completely eliminated the need for human
interaction, especialy for services. This
balance of technol ogy with the human com-
ponentiscritical tofosteringtrust with skep-
tical consumers concerned about invasions
of privacy. Establishing an ongoing, inter-
active dialog allows businesses to adapt
their offeringstothe changing needsof their
customers, while building the foundation of
trust in the relationship.

UTiLiZzE INFORMATION TO MEET
INDIVIDUAL NEEDS

Companies now have access to far more
information than they can possibly use.
Gartner Group estimates that by 2004, the
average company will have collected 120
terabytes (120,000 gigabytes) of customer
data. It is no wonder that consumers are
concerned about privacy, sincethey arebom-
barded from numerous directions with re-
quests for information, not to mention the
myriad ways that businesses collect infor-
mation unbeknownst to consumers. Yet
many seelittledirect return onthat informa-
tion exchange. The most challenging ques-
tion for businessesisnot how to get the data
but what to do with it.

Provide Value in Exchange for
Information

Increasingly, consumersarebecomingaware
of the value of their information in the mar-
ketplaceandareusingitasaformof currency
to gain access to adiverse range of benefits.
Many companiestoday usediscountsor cou-
ponsto attract customersand interest themin
sharing their information. But companies
lookingtobuildlong-term customer rel ation-
shipswill provide more value by using cus-
tomer information to respond directly to an
individual’ s specific needs.

Ask Only What Is Necessary

To minimize the possibility of offending a
customer by asking for sensitive informa-
tion, CD companiesshould alwaysask them-
selves if, to complete a transaction, they
need each bit of information they areasking

Privacy is good
for business. It
forces the
company to be

customer-centric.
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for. If the answer is no, they shouldn’t ask.
Consumers are smart. They know what in-
formation isn’'t needed and immediately
become suspicious. One of the best waysto
avoid offending acustomer isto employ the
“dripirrigation” technique—with each sub-
sequent interactionwithacustomer, you ask
for alittle more information, always keep-
inginmindthat what you ask for hasto make
sense to the customer. Over time, compa
nies can collect a wealth of information
about their customers that can be used to
provide better service and products...and
al of this can be done without violating
anyone's privacy.

CReATE AN ORGANIZATIONAL
STRUCTURE TO SupPORT DATA
CoMPLIANCE

Privacy is good for business. It
forces the company to be cus-
tomer-centric. Companies need
company-wide policies on how
to handle privacy—that’s criti-
cal to the success of an orga-
nization. Technology is a small
part of this, though. People
need to modify it—it’s the
people who are important.

—Executive for direct
marketing technology company

Companiesneedto understand what they
have to lose by mishandling consumer in-
formation. To manage this data effectively
often requires a new organizational struc-
ture where responsibility and authority for
data compliance issues are clear.

Appoint Customer Information
Officers

The issue of privacy is an integral compo-
nent of a company’s overall strategy for
managing customer information. Although
businessesmay makesignificantinvestments
in technologies that enable secure transac-
tions or protect the exchange of personal
data, ultimately privacy must be addressed
by all parts of an organization through all
points of contact with the customer. Cus-
tomer information officers should providea
central voice for privacy within the organi-
zation, aswell asmaintain responsibility for
the value and quality of the ongoing infor-
mation exchange with customers.

Integrate Data Protection Efforts
Across Channels

Consumers view a company that uses mul-
tiple channels (bricks-and-mortar stores,
onlineservices, call centers, and soon) asone
entity. Thus, information shared with the
company should be protected under a stan-
dard set of data protection practices regard-
lessof which channd isused. Althoughmuch
of the discussion on data protection revolves
around the electronic data available online,
businesses face an even greater chalengein
dealing with the protection of data collected
offline(for example, sal esforceinformation,
manual records, and so on). As companies
utilizetechnology tointegrate salesand com-
munications channels, their data-handling
processeswill  become more transparent to
consumers. Protecting customer data and
making it accessible to consumers across
multiple channels will be critical for main-
taining consumer relationships.
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Address Information-Sharing
Concerns

The issue of sharing customer information
with partners and other entities along the
supply chainwill become even moreimpor-
tant as companies implement processes to
provide personalization and customization
to their customers. This means that every
partner up and down the supply chain who
has access to the information must treat it
with the same respect and care that the
company with the primary customer rela
tionship does. In addition to informing cus-
tomers of their own information-sharing
practices, companies will need to address
such issues as accountability for misuse by
partner organizations and responsibility for
cross-border complaints. This may be one
of the most important elements of future
partnership or vendor agreements.

LEVERAGE TECHNOLOGY TO ENHANCE
Privacy ProTECTION

If privacy is accepted as a fact
of life, then it is smart business
to develop products that are
privacy enhancing rather than
privacy encroaching.

—European data
protection officer

Much of the current discussion about
information privacy is driven by new ways
of collecting and analyzing new forms of
informationsuchasclickstreams, geographic
location, usage patterns for products and
services, consumer preferencesinferredfrom
purchasing behaviors, and so on. Much of
the criticism companies have endured isfor
fairly harmless activities that simply take

place unbeknownst to the consumer. How-
ever, more companies are developing cre-
ative solutions that will use technology to
enhanceprivacy protection rather than com-
promiseit.

Build In Privacy Protection Options

For the most part, consumers do not object
to sharing information with companies.
However, they do object when companies
don't inform them they are collecting or
processing that information, or if they feel
information is being collected unnecessar-
ily. Several technologies are emerging that
create options for protecting privacy, rang-
ing from anonymous surfing to customer-
controlled data profiles. By utilizing these
technologies to reinforce Learning Rela-
tionships, acompany can offer customersa
wider rangeof choicesabout how they would
like to interact with companies and share
information. For instance, a customer may
be interested in sharing personal informa-
tion to receive additional product informa-
tion or services for an upcoming purchase
decision. But that same customer may pre-
fer to conduct searches anonymously for
other products or types of information. Al-
lowing individual sto choose how they want
to interact and use their information will
helpincreasetrust and encourage customers
to share more information.

Use Technology to Protect
Sensitive Information

Consumersare more concerned about some
types of information than others. For in-
stance, financia information ranks high on
U.S. consumers' list of highly sensitive in-
formation. Many credit card companieslike

Allowing

individuals to

choose how they

want to interact
and use their
information will
help increase
trust and
encourage
customers to
share more

information.
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New tools are
emerging that
will allow
businesses to let
consumers decide
on the level of
privacy
protection they

prefer.

American Express and Visa are using new
smart card technologies or one-time use
card numbers—otherwiseknown asdispos-
able credit cards that allow consumers to
access a unique card number to make a
single purchase, which then becomes in-
validsonoother purchasescanbecharged—
to protect this important data. Other
companies offer customers the option of
securely storing information such as credit
card numbers and shipping addresses, in
order to make purchasing easier and en-
courage repeat buying.

Give CoNsuMERS CONTROL
OF THEIR INFORMATION

You should be able to pull
your data out of a company
like you can pull your money
out of a bank.

—Online company executive

In the absence of any oneorganization's
or government’ s ahility to control the flow
of personal information, it makes sense to
allow consumers to take responsibility for
controlling their own information. In fact,
ascompanies adapt to therequirementsof a
regulated environment, minimum standards
concerning basic privacy principles like
notice, consent, and access will emerge.

Consumers want to know what compa:
nies will do with the information they dis-
close. Although consumers understand that
information is a necessary cost for some
services, they dowant morecontrol over how
the information is used or shared. For ex-
ample, many believethat DoubleClick could

haveavoi ded theoutpouring of negative pub-
licity involving its intention to link online
data with offline data smply by informing
customers up front how they intended to use
theinformation. Inthefuture, successful com-
panieswill empower consumersto take con-
trol of their own information.

“Opt-in”” Solutions

When they are given a choice about how
they want their information used, consum-
ersprefer “opt-in” to “ opt-out” solutions—
that is, they want acompany to ask them up
front for permissionto usetheir information
rather than to assumetheright to useit until
the consumers tell them otherwise. Many
businesses fear the opt-in approach would
prove too costly, restricting their ability to
attract potential customersor cross-sell prod-
ucts. However, allowing consumerstoindi-
cate their interest by opting in enables
marketerstotarget extremely qualifiedleads.
CompanieslikeLifespire, anonlinemedical
information provider, build and reinforce
trusted relationships with their customers
by alowing them to “opt in” and retain
control of how they would like their infor-
mation used. Providing the opt-in option
also saves money; companies don’'t waste
resources communicating with people who
arenotinterested inwhat they haveto offer.

“Volume Dial” Approach

Protecting consumer privacy does not have
to be an al or nothing proposition. New
tools are emerging that will alow busi-
nesses to let consumers decide on the level
of privacy protection they prefer. For ex-
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ample, Microsoft recently announced its
plans to build P3P (Platform for Privacy
Preferences) technology into Version 6 of
its Internet Explorer Browser. These tech-
nology applications would allow consum-
ersto choosethe level of privacy they wish
to maintain.

Consumers know that to get the benefits
associated with the value and convenience
provided by CD companies, they must share
information. All they want is some say in
how that information is used beyond that
transaction. Increasingly, companies will
have the ahility to provide consumers more
privacy options by allowing them to decide
what kindsof informationthey wouldliketo
receive(e.g., news, product announcements,
articles), how often they want to receive it
(e.g., daily, weekly, monthly), and through
what communication method messages
should be sent (e.g., mail, phone, e-mail).

Provide Access

Allowing consumers to access their data
profile encourages them to keep records
accurate and up to date, and also to provide
more information. New information inter-
mediarieslikeL umeriaor Personaareemerg-
ing to allow consumersto build acomplete
dataprofilethat no one el se can access—not
eventheintermediary. Informationisstored
on asecureserver and canonly by unlocked
by the owner of theprofile. Theintermedi-
ary can then facilitate the exchange of that
information with businesses when the con-
sumerswant to, and in some cases compen-
satetheconsumersfor sharingtheir personal

information. Thiscreatesnew incentivesfor
consumers to share information and main-
tain accurate data profiles.

Give Consumers the Option to
Be Anonymous

Most consumersarewillingto provideinfor-
mation in exchange for something they
want—whether it beinformation, a product,
or aservice. However, beforethey are ready
to engage in an exchange, they prefer to
maintain their anonymity. At the end of the
day, companies must respect consumers
wishes. It may well bethat peopledon’t want
a world in which they have to keep their
informationlocked uptight, but oneinwhich
their personal informationisused effectively
and respectfully in their interest, with their
consent, and under their ultimate control.

Let Consumers Decide When to
Start a New Relationship

Many consumers are interested in having a
relationship with reputable companies, but
they wanttocontrol therel ationship by choos-
ing when and whom to engage, to interact
withand, ultimately, togivetheir businessto.
Yet many CD businesses today are forcing
consumersinto arelationship just to window
shop, by requiring them to reveal personal
information they don’t want to give, or ex-
ploitingtherel ationshipby sellingtheirinfor-
mation to third parties. Many consumersin
the focus groups expressed their frustration
with companies in this new world of shop-
ping. One man explained:
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That’s the thing that | really dis-
like when | go to online busi-
nesses. Everybody is trying to
collect my information.... |
want to be able to browse, the
same as if | were able to walk
into a normal store, without
having to give you my driver’s
license and credit card number
and everything else.

—Novice CD shopper,
male, 42 years old

Many consumers agreed that companies
that require them to relinquish seemingly
unnecessary personal information were, in
fact, taking control away from them. Ulti-
mately, consumerswanttobeinthedriver's
seat in order to make decisions about when,
where, andtowhomthey givetheirinforma-
tion—and, ultimately, their business.
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